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Chapter 1: Introduction, Scope and Accountability 
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1.1 Overall Introduction 

 
NHS West Yorkshire Integrated Care Board, hereafter referred to as ‘the ICB’, 

recognises the importance of reliable information, both in terms of the clinical 

management of individual patients and the efficient management of services 

and resources. Information governance plays an integral role in commissioning 

quality services; supporting clinical governance; service planning and 

performance management that will improve local patients’ experiences of care 

and their health outcomes. 

 

Information governance addresses the demands that law, ethics and policy 

place upon information processing – holding, obtaining, recording, using and 

sharing of information. It is crucial to ensure that all staff are aware of these 

demands and the implications for patient care. 

 

The aim of this policy book is to ensure that all staff understand their obligations 

with regard to information governance such that information is dealt with legally, 

securely, efficiently and effectively. 

 

The ICB will establish, implement and maintain policies and procedures linked to 

the policies within this book to ensure compliance with the requirements of Data 

Protection legislation; Common Law Duty of Confidentiality; Caldicott Principles; 

Records Management Code of Practice for Health and Social Care; Code of 

Practice on Confidential Information; information security industry best practice 

as well as other related legislation, guidance and its contractual responsibilities. 

 

The policies within this book support the ICB in its role and will assist in the 

appropriate, secure and lawful sharing of information with health and care 

partners and agencies. 

 

1.2 Overall Scope 

 
The policies within this book cover all information held by the organisation, 

including (but not limited to): 

• Patient/Client/Service User information 



8  

• Personnel/Staff information 

• Organisational information 

• All aspects of handling and processing information, including (but not 

limited to): 

o Patient/Client/Service User information 

o Personnel/Staff information 

o Organisational information  

o Structured and unstructured record systems  - paper and electronic 

o Photographic images, digital, text or video recordings including 

CCTV 

o All information systems purchased, developed and managed by/or 

on behalf of the organisation 

o ICB information held on paper, floppy disc, CD, USB/Memory 

sticks, computers, laptops, tablets, mobile phones and cameras 

 

• The processing of all types of information, including (but not limited to): 
 

o Transferring of information – e-mail, post, telephone, MS Teams 

and removable media such as laptops and memory sticks, etc. 

o Sharing of information for clinical, operational or legal reasons 

o The storage and retention of information 

o The destruction of information 

 

The ICB will work with national bodies and partners to ensure the ongoing 

appropriate, secure and lawful use and sharing of information to support the 

health and care service. 

 

The policies within this book must be followed by all staff who work for, or on 

behalf of the ICB, including those on temporary or honorary contracts, 

secondments, volunteers, board  members, pool staff, contractors and students, 

as well as any external organisations acting on behalf of the ICB, including other 

ICBs, in line with contract of employment or contract of/for service clauses. 

 

If there is evidence that any user is not adhering to the policies set out within 
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this book, this will be investigated under the Disciplinary Policy and Procedure. 

Breach of policy could amount to misconduct or gross misconduct depending on 

the circumstances. 

 

1.3 Accountability including Roles and Responsibilities 

 
The purpose of this section is to set out the responsibilities of key committees 

and roles in relation to the effective implementation of the policies set out within 

this book. This section also sets out the responsibilities placed on all staff. 

 

Board 

 
The Board of the ICB is accountable for ensuring that the necessary support 

and resources are available for the effective implementation of this policy book, 

for the appointment of an approved Senior Information Risk Owner (SIRO) and 

to receive by exception, significant risks and gaps in compliance on issues 

relating to information governance. 

 

The Board is responsible for the review and approval of this policy book. 

 

Chief Executive 
 

The Chief Executive is the Accountable Officer of the ICB and has overall 

accountability and responsibility for Information Governance within the ICB. The 

Chief Executive is required to provide assurance, through the Annual 

Governance Statement that all risks to the ICB, including those relating to 

information security, confidentiality and data protection, records management 

and electronic communications and social media are effectively managed and 

mitigated. 

 

Senior Information Risk Owner 
 

The SIRO has organisational responsibility for all aspects of information 

governance and data security risks, including the responsibility for ensuring the 

ICB has appropriate systems and policies in place to effectively manage 

information risk. 
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The SIRO will: 

• take overall ownership of the organisation’s approach to managing 

information risk. 

• act as champion for information risk within the ICB’s executive function.  

• act as the person with overall responsibility for data security, in line with 

the Data Security and Protection Toolkit. 

• understand how the strategic business goals of the ICB and how other 

client organisations’ business goals may be impacted by information risks, 

and how those risks may be managed. 

• implement and lead the information security risk assessment and 

management processes within the organisation. 

• advise the Governing Body on the effectiveness of information risk 

management across the organisation. 

• set the overall information security policy for the organisation, in 

collaboration with the IT providers.  

• monitor and seek assurance that the technical, organisational and 

procedural information security controls are being met. 

• take ownership of the risk assessment process for information and cyber 

security risk. 

• The SIRO will undertake training as necessary to ensure they remain 

effective in this role. 

 

Caldicott Guardian 
 

The Caldicott Guardian is an advisory role which involves representing and 

championing confidentiality and information sharing requirements. 

The Caldicott Guardian plays a key role in ensuring that the ICB satisfies the 

highest practical standards for handling patient identifiable information.  

 

The Caldicott Guardian will: 

• act as the ‘conscience’ of the ICB; 

• represent and champion information governance requirements and  

issues at a senior management level; 



11  

• facilitate and enable information sharing and advise on options for  

lawful and ethical processing of information; 

• ensure that confidentiality issues are appropriately reflected in  

organisational strategies, policies and working procedures for staff; 

• oversee all arrangements, protocols and procedures where confidential  

patient information may be shared with external bodies both within and  

outside the NHS. 

• The Caldicott Guardian will undertake training as necessary to ensure 

they remain effective in this role. 

 

Data Protection Officer (DPO) 

 
The DPO is responsible for the provision of advice on data protection 

compliance obligations. 

 

The DPO will: 

• monitor ICB compliance with the Data Protection legislation; 

• provide advice and assistance with regards to the completion of Data 

Protection Impact Assessments; 

• act as a contact point for the Information Commissioner’s Office (ICO), 

members of the public and ICB staff on matters relating to the UK 

General Data Protection Regulation (GDPR) and the protection of 

personal information; 

• provide routine documented reports to the Audit Committee and the 

Board on the organisation’s state of compliance; 

• assist in implementing essential elements of data protection legislation, 

such as the principles of data processing; data subjects’ rights; records 

of processing activities;  

• security of processing and notification and communication of data breaches. 
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The Information Governance Team 

 

The Information Governance team will: 

• provide expert advice and guidance to staff on all elements of 

information governance; 

• complete and submit the Data Security and Protection Toolkit by the 

annual deadline; 

• develop, implement and review information governance policies and 

procedures and promote consistency of information governance 

practice across the organisation; 

• maintain comprehensive and appropriate documentation that 

demonstrates commitment to and ownership of information 

governance responsibilities; 

• review and audit all procedures relating to this policy where 

appropriate on an ad hoc basis; 

• establish protocols on how information is to be shared; 

• develop information governance awareness and training programmes; 

• support organisational compliance with Data Protection legislation and 

assess compliance against information governance practice; 

• provide support to the Data Protection Officer, Caldicott Guardian, 

SIRO and IAOs. 

 

Records Manager  

The Records Manager is tasked with providing advice on all aspects of records 

management, information quality and the lifecycle of information, utilising their 

own expertise and, where necessary, external advice. 

 

Information Asset Owners 
 
Information Asset Owners (IAOs) are directly accountable to the SIRO and must 

provide assurance that information risk is identified and managed effectively in 

respect of the information assets that they are responsible for. 
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The IAOs will: 

 

• know what information comprises or is associated with the information 

asset and understand the nature and justification of information flows to 

and from the asset; 

• know who has access to the information asset, (whether system or 

information) and why, and ensure access is monitored and compliant with 

policy; 

• understand and address risks to the information asset and provide 

assurance to the SIRO; 

• ensure that a Data Protection Impact Assessment is undertaken in relation 

to new business processes and systems that may impact on the privacy of 

individuals and in relation to changes introduced to business processes 

and systems; 

• assist in the development of business continuity management 

arrangements for key information assets. 

 

Information Asset Administrators (IAAs) have delegated responsibility for the 

operational use of the ICB’s information assets. 

 

ICB Executive Team 

 
The ICB Executive Team are responsible for: 

• ensuring that they and their staff meet their mandatory training 

requirements in respect of data security awareness; 

• implementing this policy book and its associated procedures; 

• management of records within directorate / place (including retention and 

disposal of records);  

• ensuring that any breaches of policy are reported, investigated and acted 

upon. 

 

Line Managers 

 
Line Managers are responsible for: 

• ensuring that information governance policy and procedures are 
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implemented in their area of responsibility;  

• championing information governance principles and promoting a culture 

of personal responsibility for compliance with policy;  

• seeking advice from IAOs and the Information Governance Team on 

information security matters;  

• ensuring the security of the physical environment where information is 

processed and stored;  

• ensuring that they and their staff undertake annual mandatory data 

security awareness training. 

 

All Staff 

 
Information Governance compliance is an obligation for all staff. Staff should 

note that there are confidentiality clauses in their contract and that they are 

expected to participate in induction training, annual data security awareness 

training and awareness sessions carried out to inform/update them of 

information governance requirements. 

 

All staff are personally responsible for compliance with the law in relation to data 

protection and confidentiality. 

 

Any breach of confidentiality, inappropriate use of health, business or staff 

records or abuse of computer systems is a disciplinary offence, which may 

result in disciplinary action, termination of contract of employment and criminal 

proceedings against the individual. 

 
1.4 Definition of Terms 

 
The words used in this policy are used in their ordinary sense and technical 

terms have been avoided. Please refer to the glossary of terms within Chapter 7 

of this book of policies. 
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Chapter 2: Information Governance Policy and Framework 
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2.1 Strategic Objectives 

 
 The ICB aims to: 

• achieve a standard of excellence in information governance by ensuring 

information is dealt with legally, securely, efficiently and effectively in the 

course of its business, in accordance with the requirements of this policy 

and associated policies; 

• submit a ‘standards met’ rating, as a minimum against the NHS Digital Data 

Security and Protection Toolkit; 

• minimise the risks to the ICB in handling confidential information particularly 

in the area of cyber security and records management; 

• provide support to staff to be consistent in the way they handle personal 

information; 

• improve assurance through the use of spot checks and data protection by 

design audits. 

These strategic objectives will be delivered through the approach set out within 

the Information Governance Management Framework and annual information 

governance work plan. 

 

2.2 Key Principles  

Openness 

The ICB recognises the need for an appropriate balance between openness and   

confidentiality in the management and use of information. 

• Information about the organisation will be made available to the public through the 

Freedom of Information Act 2000, Environmental Information Regulations 2004 and 

Protection of Freedoms Act 2012 unless an exemption applies. The ICB will establish 

and maintain a Publication Scheme in line with legislation and guidance from the 

Information Commissioner’s Office (ICO). 

• Service users will have access to information relating to their own health care, options 

for treatment and their rights as patients. There will be clear procedures and 

arrangements for handling queries from service users, staff, other agencies and the 

public concerning personal and organisational information. 
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• Availability of information for operational purposes will be maintained within set 

parameters relating to its importance, via appropriate procedures and computer 

system resilience. 

• The ICB will have clear procedures and arrangements for liaison with the press and 

broadcasting media. 

• Legislation, national and local guidelines will be followed. 

 

Legal Compliance 

 

• The ICB will establish and maintain policies to ensure compliance with Data Protection 

legislation, Human Rights Act 1998, Freedom of Information Act 2000 and 

Environmental Information Regulations 2004 and the Common Law Duty of 

Confidentiality and associated guidance. 

 

• Annual data security awareness training will be mandatory for all staff. This will include 

awareness and understanding of the Caldicott Principles, confidentiality, information 

security (including Cyber security) and data protection. Data Security awareness will be 

included in induction training for all new staff and as part of the annual mandatory 

training programme.  

 

• Data Protection Impact Assessments in conjunction with overall priority planning of 

organisational activity will be undertaken for all new projects, processes and systems 

(including software and hardware) where identifiable data will be used, to identify risks 

and ensure that appropriate and effective information governance controls are in place. 

 

• The ICB will work with partner NHS health and care bodies and other agencies to put in 

place appropriate information sharing agreements to support the secure and lawful 

sharing of personal identifiable information with other agencies, taking account of 

relevant legislation (e.g. Data Protection legislation, Health and Social Care (Safety and 

Quality) Act 2015, Crime and Disorder Act 1998, Children Act 2004, Confidentiality 

Codes of Practice and Caldicott Principles, Health Service (Control of Patient 

Information) Regulations 2002). 
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• The ICB will work in collaboration with the Local Counter Fraud Specialists and other 

related agencies to support their work in detecting and investigating fraudulent activity 

across the NHS. 

2.3 Information Security 

 
• The ICB will establish and maintain operational policies for the effective and secure 

management of its information assets and resources. 

• Integrity of information will be monitored and maintained to ensure that it is appropriate 

for the purposes intended. 

• An annual SIRO report will be issued to the Audit Committee as part of the Information 

Governance Report. 

• The ICB will promote effective confidentiality and information security (including cyber 

security) practice to their staff through policies, procedures and training. 

• Information Governance and IT security related incidents, including cyber security 

incidents must be reported and managed through the ICB’s Incident Reporting Policy.  

Information security incidents will be highlighted to the ICB Information Governance 

Team for investigation and advice. Under UK GDPR, where a data breach is likely to 

result in a risk to the rights and freedoms of the individual, incidents must be reported 

to the Information Commissioner’s Office within 72 hours. 

• The ICB will gain assurance (for example through independent audit or evidence of 

completed external assessments/industry standard certifications) from their IT service 

providers as to the integrity of the ICB’s IT systems, and ensure that controls are in 

place to reduce exposure to potential cyber-crime and through maintenance of robust 

information and network security practices. 

• The ICB will implement pseudonymisation and anonymisation of personal data where 

appropriate to further restrict access to confidential information. 

• The ICB will locally implement guidance published by NHS Digital, NHS England and 

the Information Commissioner’s Office. 
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2.4  Clinical Information Assurance, Quality Assurance and Records Management 

 

• The ICB will establish and maintain operational policies for information quality 

assurance and the effective management of records. 

• The ICB will undertake or commission annual assessments and audits of its data 

quality and records management arrangements. 

• Managers will be expected to take ownership of, and seek to improve, the quality of 

data within their services. 

• Wherever possible, information quality will be assured at the point of collection. 

• The ICB will promote data quality through policies, procedures and awareness training. 

• The ICB will continue to implement the Records Management Policy which covers all 

aspects of records management, including records’ retention periods, and is consistent 

with the NHS Records Management Code of Practice for Health and Social Care. 

 

2.5 Third Party Contracts and Clinical Services 

 
The ICB will take steps to ensure that contracts with third parties providing 

services to and on behalf of the ICB include appropriate, detailed and explicit 

requirements regarding confidentiality and data protection to ensure that 

contractors are aware of their information governance obligations. 

 

All third-party contractors who have access to ICB information assets or process 

personal information on behalf of the ICB must provide assurance that they are, 

where relevant, registered with the Information Commissioner Office in relation to 

the processing of personal data.  
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2.6  Information Governance Management Framework Organisational Chart 

 

 
Key 

 
 
 
Lines of responsibility are described in the narrative within Section 1.3 of Chapter 1 of this policy 
book. 
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2.7 Governance Framework  

  

Staff Contracts 

 

All ICB staff contracts contain Information Governance related clauses within them. All 

staff are contractually obligated to take personal responsibility for data security and 

data protection. 

 

Non-NHS Third Party Contract Confidentiality Clause 

 
Any non-NHS third-party with whom the organisation contracts should include as a 

minimum a confidentiality clause within the contract for the service. All third-party 

contractors who have access to ICB information assets or process personal 

information on behalf of the ICB should provide assurance that they, where relevant, 

pay a data protection fee to the Information Commissioner (under the requirements of 

the Digital Economy Act 2017) in relation to the processing of personal data and that 

they encrypt all portable computing devices to the minimum standard required by the 

NHS. 

 

Information Assets and Asset Owners 

 
Each information asset has been allocated an Information Asset Owner (IAO) and an 

Information Asset Administrator (IAA) and is managed in line with supporting 

operational policies and procedures. The Information Asset Owner will review their 

information asset entries on the Information Asset Register at least annually and 

undertake regular risk assessments of these information assets and report findings to 

the SIRO. 

 

2.8 Information Governance Management Reporting and Policy Reviews 

 

Regular reports will be provided to the Audit Committee including but not limited to: 

• Progress on the completion of the DSPT 

• IG work plan 

• Data security awareness mandatory training  

• IG and cyber security incidents 

• Confidentiality and data protection assurance updates 

• Information risk assurance updates 

• SIRO’s Annual IG Report 
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2.9 Demonstrating compliance and accountability under Data Protection legislation 

 

The ICB will ensure it is able to demonstrate compliance of Data Protection legislation 

through the implementation of policies, procedures and undertaking the following 

activities: 

• Implementation of appropriate data security measures 

• Establishing data protection policies and procedures 

• Undertaking staff training 

• Record processing activities 

• Appointing Data Protection Officer 

• Completing data flow mapping, listing all flows of personal data and 

recording their lawful justification and retention periods 

• Incorporating data protection measures by default (Privacy by Design) 

• Conducting regular data protection impact assessments 
 

2.10 IG Training 

 
It is contractually mandated that all staff complete information governance training on 

an annual basis. All new staff are required to complete the ‘Data Security Awareness 

Level 1’ training module on the ESR, when they first join the organisation, unless they 

have completed appropriate Data Security training within the last year and can 

evidence this. 

 

Role Specific Training 

 
Role specific training will be identified through the ICB’s training needs analysis and 

the PDR processes.  

 

Ad hoc Training 
 

In addition to the above requirements, any member of staff involved in an Information 

Governance related incident may be required to undertake additional training.  

 

IT Service Providers 

 
The ICB’s IT service providers are responsible for the provision of annual mandatory 

training, role specific and advanced data security training for its staff. 
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2.11 Training Needs Analysis 

 
Training needs are monitored by line managers through the annual appraisal process. The training matrix below 

identifies mandatory and recommended IG training modules. 

Staff 

Group 

Level Training Objective/Aim Module /Course 

Name 

Method of 

Delivery 

Frequency of 

Training 

Board Basic 

Level 

To ensure Board members have a 

good understanding and importance of 

Data Security. 

Data Security 

Awareness Level 1 

Cyber Security 

training 

E-learning or 

classroom-based 

session 

Annually 

SIRO Expert To assist staff whose roles involve 

responsibility for the confidentiality, 

security and availability of information 

assets, in understanding and fulfilling 

their duties. 

SIRO training 

provided by a 

certified provider 

Certified training 

course 

3 yearly 

Caldicott 

Guardian 

Expert  To fully understand the role and 

function of the Caldicott Guardian. 

Recognised UK 

Guardian Council 

Caldicott Guardian 

training  

E-learning or 

certified course 

provider 

3 yearly 

Data 

Protection 

Officer 

Expert In depth understanding of the General 

Data Protection Regulation and Data 

Protection Act (and associated 

legislation) and information security 

GDPR Practitioner 

Course 

Certified Course 

provider 

Continuous 

development 

as new 

legislation is 

introduced or 

updated 

Records 

Manager 

Essential 

Level 

To act as a source of knowledge / 

advice to successfully co-ordinate 

and implement the information 

quality and records management 

agenda 

Records management 

qualification such as a 

degree in Information 

Systems for Business, 

Institute of Health 

Certified training 

provider 

Continuous 

development 

as new 

legislation is 

introduced or 
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Staff 

Group 

Level Training Objective/Aim Module /Course 

Name 

Method of 

Delivery 

Frequency of 

Training 

Records and 

Information 

Management 

qualification 

updated 

IG 

Manager / 

Officer / 

FOI Lead 

Expert  In depth understanding of the General 

Data Protection Regulation and Data 

Protection Act (and associated 

legislation) and information security 

British Computer 

Society (BCS) Data 

Protection, FOI 

Practitioner course, 

GDPR Practitioner 

Course 

Certified Course 

provider 

Continuous 
development 
as new 
legislation is 
introduced or 
updated 

Staff 

handling 

Subject 

Access 

Requests 

Essential 
Level 

To understand the key requirements 

when managing individual rights and 

subject access requests 

In house development 

External course if 

available  

E-learning, 

Workbook or 

Classroom  

3 yearly 

Information 
Asset 
Owners 

Essential 
Level  

To understand the key responsibilities 
for the IAO roles, and the structures 
required within organisations to support 
those staff with IAO duties.  

NHS Information Risk 
Management for 
SIROs and IAOs 

E-learning for 
Health website, 
IAO handbook 

3 yearly 

New 
starters 

Basic Level To ensure new starters to the ICB are 
informed of their responsibilities to 
maintain good Information Governance. 

Data Security 
Awareness Level 1 

E-learning Within 1 month 
of starting date 
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2.12 Communication 

Communication with Staff 

• The Information Governance operational policies and procedures will be made 

available in electronic format and will be located on the intranet.  

• Information Governance email alerts will be issued by the Information 

Governance Team as appropriate. 

• The Information Governance User Handbook about handling personal and 

confidential information will be available on the intranet and signposted for all new 

starters. 

• The Information Governance Team will continue to raise the profile and 

understanding of information governance through mandatory and ad hoc training, 

information governance alerts, staff newsletters, emails, intranet sites and staff 

briefings. 
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Chapter 3: Confidentiality and Data Protection Policy 
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3.1 Introduction 

 
The ICB is committed to the principles of both accountability and transparency which 

are enshrined within the UK General Data Protection Regulation and Data Protection 

Act 2018, in relation to its data processing activities. 

 

The ICB recognises the importance of reliable information, both in terms of the 

clinical management of individual patients and the efficient management of services 

and resources. The ICB also recognises the duty of confidentiality owed to patients, 

families, staff and business partners with regard to all the ways in which it processes, 

stores, shares and disposes of information. 

 

All staff working, employed by, or providing services to the ICB are bound by a legal 

duty of confidence to protect personal information they may come into contact with 

during the course of their work. This is not just a requirement of their contractual 

responsibilities but also a requirement within the UK General Data Protection 

Regulation and Data Protection Act 2018 and, for health and other professionals, 

through their own professions’ Codes of Conduct. 

 

The ICB places great emphasis on the need for the strictest confidentiality and 

information security in respect of personal data and special category data (sensitive 

personal data). This applies to manual and computer records and conversations 

about service users’ treatments. Everyone working for the ICB is under a legal duty to 

keep service users’ information, held in whatever form, confidential and secure. 

Service users who feel that confidence has been breached may issue a complaint 

under the ICB complaints procedure or they could take legal action. 

 

3.2 Aims and Objectives 

 
The aim of this policy is to ensure that all staff understand their obligations with 

regard to any information which they come into contact with, within the course of their 

work and to provide assurance to the Board that such information is dealt with legally, 

securely, efficiently and effectively. 
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The ICB will establish, implement and maintain procedures linked to this policy to 

ensure compliance with the requirements of the UK General Data Protection 

Regulation, Data Protection Act 2018 and other related legislation and guidance and 

to support the assertions of the NHS Digital Data Security and Protection Toolkit. 

 

This policy aims to ensure that: 

• there are nominated persons responsible for data protection; 

• everyone that handles personal / confidential information; 

a) understand their responsibility for following good data protection 

practice; 

b) is appropriately trained to do so;  

• anyone who receives or wants to make an enquiry about accessing personal 

information knows what to do. 

 

This policy supports the ICB in its role and will assist in the secure and confidential 

sharing of personal information (personal data and special category data) with its 

partner agencies. 

 

3.3 Scope 

 
This policy covers all aspects of information within the organisation, including (but not 

limited to): 

• Patient/Client/Service User information 

• Personnel/Staff information 

• Organisational and business sensitive information 

• Structured and unstructured record systems - paper and electronic 

• Photographic images, digital or video recordings including CCTV 

• All information systems purchased, developed and managed by/or on behalf of, 

the organisation 

• ICB information held on paper, floppy disc, CD, USB/Memory sticks, computers, 

laptops, tablets, mobile phones, smartphones and cameras 

 

The processing of all types of information, including (but not limited to): 
 

• Transmission of information – verbal, email, post, text and telephone 

• Sharing of information for clinical, operational or legal reasons 
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• The storage, retention and destruction of information 

• Disclosure, dissemination or otherwise making available information for clinical 

operational or legal reasons 

 

Failure to adhere to this policy may result in disciplinary action.  
 

 

3.4 Confidentiality Codes of Practice, Guidance and Legislation 

 
The purpose of this section is to set out the key legislation, codes of practice and 

guidance which everyone working for the ICB is responsible for observing, to ensure 

that information (in particular personal information) is managed in line with 

confidentiality, privacy and security requirements. 

 

UK General Data Protection Regulation and Data Protection Act 2018 - Data 

Protection Principles 

 

All information and data which can identify a living individual, held in any format 

(visual/ verbal / paper / electronic / digital media etc.) is safeguarded by data 

protection legislation. The legislation includes six principles which set out the main 

responsibilities for the ICB in relation to data protection law. 

 

Principle Description 
 

Lawfulness, 

fairness, and 

transparency 

Personal data shall be processed lawfully, fairly and in 

a transparent manner in relation to the individual. 

Purpose limitation Personal data shall be collected for specified, explicit 

and legitimate purposes and not further processed in a 

manner that is incompatible with those purposes. 

Data minimisation Personal data shall be adequate, relevant and limited to 

what is necessary in relation to the purposes for which 

it is processed. 

Accuracy Personal data shall be accurate and, where necessary, 

kept up to date. 

Storage limitation Personal data shall be kept in a form which permits 

identification of individuals for no longer than is 
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Principle Description 
 

necessary for the purposes for which the personal data 

is processed. 

Integrity and 

confidentiality 

Personal data shall be processed in a manner that 

ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful 

processing and against accidental loss, destruction or 

damage, using appropriate technical or organisational 

measures. 

 
 
Common Law Duty of Confidentiality 

 
This duty is derived from case law and a series of court judgements based on the key 

principle that information given or obtained in confidence should not be used or 

disclosed further.  This applies to all types of information whether held on paper or 

electronically and whether passed in written form or orally and must not normally be 

disclosed without the individual’s consent.  

 

There are three circumstances where disclosure of confidential information is lawful: 

• where the individual to whom the information relates has consented; 

• where disclosure is necessary to safeguard the individual, or others, or is in the 

public interest; 

• where there is a legal duty to do so, for example a court order. 

 

Any decision to disclose without consent must be fully documented and agreed by 

the Caldicott Guardian. 

 

The duty of confidentiality owed to a deceased service user should be viewed as 

being consistent with the rights of living individuals. 

 
Caldicott Principles 

 
The Caldicott Principles should be proactively applied to the handling of all patient 

identifiable information by the ICB. 
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Principle Description 

 

Justify the 

purpose(s) 
 

Every proposed use or transfer of personal confidential 

data within or from an organisation should be clearly 

defined, scrutinised and documented with continuing 

uses regularly reviewed, by an appropriate guardian. 
 

Don't use personal 

confidential data 

unless it is 

absolutely 

necessary 
 

Personal Confidential data items should not be included 

unless it is essential for the specified purpose(s) of that 

flow. The need for patients to be identified should be 

considered at each stage of satisfying the purpose(s). 

 
 

 

Use the minimum 

necessary personal 

confidential data 
 

Where use of personal confidential data is considered 

to be essential, the inclusion of each individual item of 

data should be considered and justified so that the 

minimum amount of personal confidential data is 

transferred or accessible as is necessary for a given 

function to be carried out. 
 

Access to personal 

confidential data 

should be on a strict 

need-to-know basis 
 

Only those individuals who need access to personal 

confidential data should have access to it, and they 

should only have access to the data items that they 

need to see. This may mean introducing access 

controls or splitting data flows where one data flow is 

used for several purposes. 
 

Everyone with 

access to personal 

confidential data 

should be aware of 

their responsibilities 
 

Action should be taken to ensure that those handling 

personal confidential data - both clinical and non-clinical 

staff are made fully aware of their responsibilities and 

obligations to respect patient confidentiality. 
 

 

Understand and 

comply with the law 
 

Every use of personal confidential data must be lawful. 

Someone in each organisation handling personal 

confidential data should be responsible for ensuring 

that the organisation complies with legal requirements. 
 

The duty to share 

information can be 

as important as the 

Health and Social Care professionals should have the 

confidence to share information in the best interests of 

their patients within the frameworks set out by these 
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Principle Description 

 

duty to protect 

patient 

confidentiality 

principles. They should be supported by the policies of 

their employers, regulators, and professional bodies. 

Inform patients and 

service users about 

how their 

confidential 

information is used 

A range of steps should be taken to ensure no 

surprises for patients and service users, so they can 

have clear expectations about how and why their 

confidential information is used, and what choices they 

have about this. 

 

 
NHS Digital Guidance 

 
NHS Digital is responsible for facilitating the management and sharing of data across 

the NHS to support both operational and other functions such as planning, research 

and assessments. NHS Digital has produced a Code of Practice: 

 A Guide to Confidentiality in Health and Social Care - NHS Digital  

 

The NHS Care Record Guarantee and Social Care Record Guarantee for England 

 

The NHS Care Record Guarantee and Social Care Record Guarantee for England 

sets out the rules that govern how individual care information is used in the NHS and 

Social Care. They also set out what control the individual can have over this. 

 

Individuals’ rights regarding the sharing of their personal information are supported 

by the Care Record Guarantees, which set out high-level commitments for protecting 

and safeguarding service user information, particularly in regard to individuals' rights 

of access to their own information, how information will be shared (both within and 

outside of the organisation) and how decisions on sharing information will be made. 

 
Health and Social Care (Safety and Quality) Act 2015 

 
The 2012 Act introduced changes regarding access to patient confidential data and 

placed particular restrictions on access to patient data by commissioning 

organisations and their support organisations. The 2015 Act introduced provision 

about the safety of health and social care services in England, about the integration 

of information relating to users of health and social care services in England and 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/a-guide-to-confidentiality-in-health-and-social-care
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about the sharing of information relating to an individual for the purposes of providing 

that individual with health or social care services in England. In particular it 

introduced a duty to share the NHS number for direct care purposes. 

 

NHS Act 2006 

 
Section 251 of the NHS Act 2006 allows the Common Law Duty of Confidentiality to 

be set aside by the Secretary of State for Health and Social Care in specific 

circumstances where anonymised information is not sufficient and where patient 

consent is not practicable. Regulations under the Act support the sharing and use of 

information for defined commissioning activities and support NHS structure, subject 

to safeguards. 

 

Human Rights Act 1998 

 
Article 8 of the Human Rights Act 1998 established a right to respect for private and 

family life, home and correspondence. This reinforces the duty to protect privacy of 

individuals and preserve the confidentiality of their health and social care records. 

 

Computer Misuse Act 1990 

 
This Act makes it illegal to access data or computer programs without authorisation 

and establishes three offences: 

 

• Access to data or programs held on computer without authorisation. For 

example, to view test results on a patient whose care you are not directly 

involved in or to obtain or view information about friends and relatives. 

 

• Accessing data or programs held in a computer without authorisation with the 

intention of committing further offences, for example fraud or blackmail. 

 

• Modifying data or programs held on computer without authorisation. 
 
Other legislation and guidance 
 

In addition to the main legal obligations and guidance there are a wide range of Acts 

and Regulations which govern the sharing of very specific types of data in such areas 

as; 

 

• Safeguarding Children 
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• Sexually Transmitted Diseases 

• Terminations, Assisted Conception 

• Registration of Births and Deaths 

• Criminal Investigations 

• Terrorism 

• Communicable Diseases 

 
This is not an exhaustive list and further guidance can be obtained from the ICB’s 

Caldicott Guardian, SIRO or the Information Governance Team. 

 

All staff are bound by the codes of conduct produced by their professional regulatory 

body (where relevant), by the policies and procedures of the organisation and by the 

terms of their employment contract. 

 

3.5 Principles and Processes 

 
The purpose of this section is to set out the principles, and processes which 

support compliance with data protection and confidentiality law. In summary 

these include: 

 

• General Principles 

• Individual Rights 

• Privacy Notice 

• Consent and Information Sharing 

• Data Protection Impact Assessments 

• Confidentiality and Data Protection by Design Audit Procedures 

• Protecting Information 

• Personal Data Breaches 

• Use of NHS Number 

 
General Principles 

 

• The ICB is committed to the principles of accountability and transparency 

in its processing of personal data and special category data under the UK 

General Data Protection Regulation and Data Protection Act 2018. 

 

• The ICB will maintain records of its data processing activities and will 
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conduct regular reviews of the personal data processed and update 

records of data processing activities accordingly. 

 

• The ICB will regard all identifiable personal information (personal data and 

special category data) relating to service users, staff and others coming into 

contact with the ICB as confidential, and compliance with the legal and 

regulatory framework will be achieved, monitored and maintained. 

 

• The ICB regards all identifiable personal information (personal data and special 

category data) relating to staff as confidential except where national policy on 

accountability and openness requires otherwise. 

 

• The ICB will establish and maintain policies and procedures to ensure 

compliance with the UK General Data Protection Regulation and Data 

Protection Act 2018, Human Rights Act, the Common Law Duty of 

Confidentiality, the Freedom of Information Act and Environmental Information 

Regulations and other related legislation and guidance. 

 

• Awareness and understanding of all staff, with regard to responsibilities, will be 

routinely assessed and appropriate training and awareness provided. 

• Risk assessment, in conjunction with overall priority planning of organisational 

activity will be undertaken to determine appropriate, effective and practical  

confidentiality and data protection controls are in place. 

 

• The ICB will adhere to any relevant Codes of conduct and certifications that 

cover the ICB’s data processing activities in order to demonstrate compliance 

with the requirements of the UK General Data Protection Regulation (Articles 40 

and 42) and Data Protection Act 2018. 

 

3.6 Individuals’ Rights 

 
The GDPR provides individuals with key rights to control and influence how data 

about them is used. These general rights are captured below although it is important 

to note that they are not absolute (they change depending on the legal basis for 

processing being used) – advice must be sought from the IG team if staff are unclear 

what action is required. 
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Right Description 

The right to be 

informed 

The ICB must provide information about how it uses 

information about individuals. Staff must be aware of the 

privacy notice(s) in place to support this. 

The right to 

access 

Individuals may ask for access or copies of the 

information held about them by the ICB. Staff should be 

aware of the ICB Subject Access Request and Access to 

Health Records procedure, which supports this. 

The right to 

rectification 

Individuals can challenge the accuracy of personal data 

held about them and ask for it to be corrected or deleted 

if there are factual errors or omissions. Staff must 

consider such corrections. 

The right to 

erasure 

Individuals can request their data be deleted and in some 

(not relating to health or social care purposes) 

circumstances, the ICB will need to respect this. Staff 

should seek advice from the IG team if they receive such 

a request. 

 

The right to 

restrict 

processing 

Individuals can limit the way the ICB uses personal data 

if they are concerned about the accuracy of the data or 

how it is being used. Staff should seek advice from the 

IG team if they receive such a request. 

The right to data 

portability 

Individuals have the right to obtain their personal data 

from the ICB in an accessible and machine-readable 

format. Staff should seek advice from the IG team if they 

receive such a request. 

The right to 

object 

Individuals may object to the processing of their personal 

data by the ICB. Staff should seek advice from the IG 

team if they receive such a request. 

Rights in relation 

to automated 

Individuals can ask that automated decisions and 

profiling without any human involvement do not happen. 
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Right Description 

decision making Staff should seek advice from the IG team if they receive 

such a request. 

 

 

Further information can be found on the ICO Website and in the Access to Records 

and Subject Access Requests (SAR) including Individual Rights Policy and 

Procedure. 

 
Privacy Notice 

 
The ICB will ensure privacy notices are intelligible and easily accessible and meet the 

requirements of the UK General Data Protection Regulation and Data Protection Act 

2018. The ICB will make Privacy Notices available at the time of collection of the 

personal data and where personal data is obtained through other sources, the ICB 

will provide individuals with privacy information within a reasonable period of time and 

no later than one calendar month. 

 

Where relevant the ICB will ensure privacy notices are written in an easy read format 

that everyone can understand. 

 

The ICB will maintain a comprehensive privacy notice on its public website. 

 
Please contact the ICB’s IG Team for advice on the process to follow for providing 

information about processing and individuals’ rights at the correct time. 

 

3.7 Consent and Information Sharing Consent to Process Personal Data 

The ICB will establish, record and inform individuals about the lawful basis that it is 

relying on to process personal data. Where appropriate the ICB will also test whether 

consent should be obtained to meet confidentiality requirements under common law. 

 

In certain circumstances individuals will be unable to provide their own consent as 

they do not have the capacity to do so. In such situations a person acting as an 

advocate may be involved in decisions relating to the use and processing of personal 

information. This includes: 

https://ico.org.uk/your-data-matters/
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• Persons appointed by the Court of Protection 

• Persons holding a registered Lasting Power of Attorney for health and welfare 

and those with a Deputyship Order in place 

 

For further advice on the need to obtain consent, seek advice from the IG Team. 

 

Using and Disclosing Confidential Patient Information for Direct Healthcare 
 

Consent to share personal information for direct care is usually on the basis of 

implied consent, which may also cover administrative purposes where the individual 

has been informed or it is otherwise within their reasonable expectations. When 

information sharing is needed for direct healthcare patients should still be informed 

about: 

 

• the use and disclosure of their healthcare information and records; 

 
• the choices that they have and the implications of choosing to limit how 

information may be used or shared; 

 

• the breadth of the sharing necessary when care is to be provided by partner 

agencies and organisations; 

 

• the potential use of their records for the clinical governance and audit of the 

care they have received. 

 

Under the UK General Data Protection Regulation and Data Protection Act 2018 

when processing personal data in the delivery of direct care and for associated 

administrative purposes, the following conditions of lawful processing that are 

available to all publicly funded health and social care organisations in the delivery of 

their functions will apply: 

 

• UK GDPR Article 6 (1) (e) for the performance of a task carried out in the public 

interest or in the exercise of official authority. 

 

• UK GDPR Article 9 (2) (h) medical diagnosis, the provision of health or social 

care or treatment or the management of health or social care systems. 

 

Using and Disclosing Confidential Staff Information 

 
Consent to disclose can usually be taken to be implied when the information sharing 



39  

is needed for direct communications related to their role, salary payment and pension 

arrangements. Staff should be made aware that disclosures may need to be made for 

legal reasons, to professional regulatory bodies and in response to certain categories 

of Freedom of Information Request where the Public Interest in Disclosure is deemed 

to override confidentiality considerations. 

 
Using and Disclosing Corporate and Business Information 

 
All staff should consider all information which they come into contact with through the 

course of their work as confidential and it should only be disclosed, when 

appropriate, through the proper processes. 

 

3.8 Information Sharing Agreements 

The organisation will ensure that information sharing takes place within a structured 

and documented process and in line with the Information Commissioner’s Data 

Sharing Code of Practice. 

 

Where appropriate the ICB will ensure they are proactive in putting specific 

information sharing agreements in place to support information governance and 

transparency requirements. 

 

3.9 Objections and National Data Opt Out 

Where patient identifiable information is being processed for purposes other than 

direct care, there is an obligation to respect opt outs that have already been 

presented. 

 

The National Data Opt Out programme enables patients to opt out from their 

personal health care data being used for research or planning purposes. 

This programme is explained within the ICB’s privacy notice and further information is 

available from the National data opt-out - NHS Digital website 

 

 

3.10 Data Protection by Design and Default 

 
It is a requirement of the UK General Data Protection Regulation and Data Protection 

https://digital.nhs.uk/services/national-data-opt-out
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Act that organisations put in place appropriate technical and organisational measures 

to implement the data protection principles and safeguard individuals’ rights. This is 

known as ‘data protection by design and by default’. 

 

All new projects, processes and systems (including software and hardware), which 

are introduced that include person identifiable data, must meet data protection by 

design and confidentiality requirements. To enable the ICB to identify and minimise 

any data protection risks, a Data Protection Impact Assessment (DPIA) must be 

undertaken. A DPIA will: 

 

• Identify privacy risks to individuals and fix problems at an early stage 

• Demonstrate compliance with the ICB’s data protection obligations 

• Meet an individual’s expectations of privacy 

• Help avoid reputational damage which might otherwise occur 

The procedure for completing the DPIA can be found in the Information Governance 

Procedures Book. 

 

3.11 Confidentiality and Data Protection by Design Audit  

 
To provide assurance that access to confidential person identifiable information is 

gained only by those individuals that have a legitimate right of access to the 

information, regular audits will be carried out in line with the Confidentiality and Data 

Protection by Design Audit Procedures which can be found in the Information 

Governance Procedures Book. 

 

3.12 Working with Confidential Information 

 

During the course of your work you may have conversations relating to confidential 

matters which may involve discussing or disclosing information about individuals 

such as staff members or patients.  Staff must ensure that: 

• discussions on confidential matters take place where they cannot be overheard; 

• confidential information is not discussed in public places or at social events; 

• confidential information is not given out over the phone - unless you are certain 

as to the identity of the caller and they have a legal basis to receive such 

information; 

• when leaving a message on an answer phone or sending a text message, you 
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have consent to do so; 

• confidential information should never be left unattended on a desk; 

• confidential information not in use should be locked away securely; 

• storage systems e.g., laptops, should be secure and be kept locked at all times; 

• access to confidential information should be limited to the minimum necessary; 

• consent to share confidential information should be recorded and the sharing 

limited to that which was agreed; 

• sealed envelopes are marked confidential when sharing confidential information 

with internal colleagues; 

• confidential paper records must not be taken outside of the workplace except in 

line with an agreed protocol or procedure; 

• comply with the organisation’s procedures for disposal of confidential electronic 

or paper information; 

• comply with the organisation’s policies and procedures on all aspects of 

information security and seek advice if you are unsure; 

• work related information or images must not be uploaded to social media. 

 

3.13 Information Data Breaches 

 

All actual, potential or suspected incidents involving breaches of confidentiality, 

security or cyber related must be reported via the ICB’s Incident Reporting Policy.  

The DPO together with the SIRO will consider whether serious breaches of 

confidentiality or those involving large numbers of individuals need to be reported to 

the Information Commissioner’s Officer.  Reportable breaches should be determined 

and reported within 72 hours of being identified.  

 

What should be reported through the incident reporting process? 
 

Misuse of personal data and information security incidents must be reported so that 

steps can be taken to rectify the problem and to ensure that the same incident does 

not occur again. The following list gives some examples of personal data and 

information security related incidents which should be reported: 

• Sharing of passwords. 

• Unauthorised access to the computer systems either by staff or a third party. 

• Unauthorised access to personal confidential information where the member of 

staff does not have a need to know. 
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• Disclosure of personal data to a third party where there is no justification, and 

you have concerns that the disclosure is not in accordance with the Data 

Protection Act and the Confidentiality: NHS Code of Practice. 

• Transferring or transmitting data in a way that breaches confidentiality. 

• Leaving confidential information lying around in public area e.g., photocopier. 

• Theft or loss of patient-identifiable or staff identifiable information. 

• Disposal of confidential information in a way that breaches confidentiality 

i.e., disposing of patient record in ordinary waste paper bin. 

• Where personal information relating to one individual has been sent to another 

individual in error. 

 



43  

Chapter 4: Information Security Policy (incorporating 

Network Security) RESTRICTED  
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Chapter 5: Electronic Communication (E-Mail, Internet 

and Social Media Policy) 
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5.1 Introduction 

 
The ICB recognises that electronic communication and social media are now the 

usual and preferred methods of conveying information in the workplace. 

 

We are committed to making the best use of all available technology to improve the 

way we work and our ability to communicate and interact with the different 

communities we serve. 

 

This policy is written to guide and support all staff, including those on temporary or 

honorary contracts, secondments, pool staff and students (from hereon in all staff) on 

the explicit understanding that they will make both responsible and reasonable use of 

access to email, the internet and social media. 

 

Inappropriate or excessive personal use in work time will be managed through the 

Disciplinary Policy and Procedure and may lead to appropriate disciplinary action 

being taken. 

 

5.2 Aims and Objectives 

 

Electronic forms of communication such as email, internet and social media are in 

standard use across the ICB. This improves the ability to communicate and access 

information, but the potential for misuse means effective methods are required to 

monitor such communications with a view to minimising potential misuse and to 

monitor for legal liabilities.  

 

This policy has been developed to: 

• ensure all staff understand their obligations and responsibilities with regard to 

the use of email, social media and the internet; 

• ensure all staff understand how certain legislation, such as the UK General Data 

Protection Regulation and Data Protection Act 2018, places obligations on the 

ICB and their employees as to how information held by the ICB can be used;   

• reduce the potential liabilities arising from misuse; 

• promote good practice and improve safety; 
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• ensure all staff who use nhs.net email are working in accordance with the NHS 

Mail Acceptable Use Policy. 

 

In order to ensure employees are clear about their responsibilities when using 

electronic communications, this policy sets out the principles to be followed at all 

times. 

 

The policy applies to all email, social media accounts and internet activity undertaken 

on ICB and non-ICB premises including from home, internet cafes and via portable 

media such as Laptops, iPads and Smartphones. 

 

This policy must be followed and adhered to by all staff who work for or on behalf of 

the ICB. There are no exceptions. 

 

5.3 Responsibilities when using electronic communications 

 
All employees are personally responsible for compliance with the law in relation to 

their use of email, internet and social media that involves the use of work derived 

information.   

 

5.4 Principles for using electronic communication tools 

 
The principles set out below apply to online participation, whether for work related 

or personal use. They set out the standards of behaviour expected from all staff 

when using any form of electronic communication and/or social media. 

 

5.5 Risks associated with email 

 
Email is a business communication tool and users are obliged to use this tool in a 

responsible, effective and lawful manner. Although by its nature email seems to be 

less formal than other written communication, the same laws apply. Therefore, it is 

important that users are aware of the legal and non-legal risks of email which 

include:  

 

• If you click a link that inadvertently opens the ICB network to cybercrime. 

https://portal.nhs.net/Home/AcceptablePolicy
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• If you send or forward emails with any libellous, defamatory, offensive, 

harassing, racist, obscene or pornographic remarks or depictions, you and 

the ICB can be held liable. 

• If you unlawfully forward confidential information, you and the ICB can be 

held liable. 

• If you send an attachment that contains a virus, you and the ICB can be held 

liable. 

 

By following the principles in this policy, the email user can minimise the legal risks 

involved in the use of email. If any user disregards the rules set out in this policy, 

the user may be subject to disciplinary action by the ICB.  

 

5.6 Email Usage 

 

Email is a useful resource and effective communication tool, however, it may not 

always be the best way to communicate information, as messages may be 

misunderstood. All staff should be aware of the impact that the language and 

material they use may have upon the recipient(s). In particular, material of the 

following nature must not be communicated, copied or displayed: 

 

• Offensive or potentially offensive  

• Sexually explicit 

• Illegal 

• Discriminatory 

• Defamatory  

• Political propaganda 

 

Email users must not use ICB email services to, for, or in connection with:  

 

• any attempt to use any aspect of the service for private/personal gain or 

advertising; 

• sending work related information to your personal email account; 

• attempts to disguise themselves or their sending address when they use 

the service in order to misrepresent any aspect of a communication; 



48  

• use of the service to disable or overload any computer system or network 

or to circumvent any system intended to protect the privacy or security of 

another user; 

• send malicious emails or viruses, 'worms', executable files designed to 

disrupt the work of the ICB or email recipients; 

• use email to commit the organisation to a legally binding arrangement that 

is outside that individual’s delegated financial limits or does not follow the 

organisation’s standing financial instructions. 

• send malicious emails or viruses, 'worms', or executable files designed to 

disrupt the work of the ICB or email recipients; 

• forward chain mail; 

• violating the laws and regulations of the United Kingdom; 

• attempts to send persistent email communications to an individual or 

mailing list when, as a result of any complaint, a warning has been issued 

that further communications are not wanted;  

• sending defamatory material by email or sending communications which 

knowingly cause distress or offence to another user or transmit any files of 

an obscene or pornographic nature; 

• make or share libellous, defamatory, offensive, harassing, discriminatory, 

obscene or pornographic remarks or images. Individuals should take 

advice from their line manager or a member of the Information 

Governance Team if they are not sure that they are on the right side of the 

law; 

• share or forward confidential information without permission; 

• send attachments which they know contain a virus or other malware; 

• forge or attempt to forge messages or send messages using another 

person’s email account; 

• send unencrypted emails containing confidential person identifiable  

 information to insecure email accounts.  

• use work email addresses to register for personal user accounts e.g. 

eBay, Groupon, personal social networking accounts. 
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Users have a responsibility to:  

• ensure that the identity of the recipient to whom they are sending an email 

is correct; 

• reasonably understand copyright, trademark, libel, slander and public 

speech control laws, so that their use of the email services does not 

inadvertently violate any laws which might be enforceable against the ICB;  

• ensure that, should it be necessary for person identifiable data to be 

transferred through the email service, the obligations detailed throughout 

this document are adhered to. 

 

The primary use of the email services used by an authorised user should be related 

to the business of the ICB and for the purpose which the user is employed. As such 

the user should not have an expectation of personal privacy in the use of the email 

services. 

 

5.7 Emailing of Personal Confidential Information and Business Sensitive 

Information 

 

As email is generally deemed to be insecure it should not be treated as the standard 

way of communicating personal confidential information. 

 

Staff should evaluate whether email is the most appropriate method for transferring 

personal confidential data. Where staff are unsure, they should gain approval from 

their line manager, who should seek advice from the Information Governance Team 

when necessary. 

 

Factors that will influence whether email is a suitable approach include: 

• The type of information 

• Its intended use 

• Intended frequency of transfer 

• The intended recipient(s) 

• Availability of common systems for sharing data (e.g. shared network 

drives, MS Teams and SharePoint)  

• The size of the data to be transferred 
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Consideration should be given as to whether the data can be anonymised when 

transmitted by email. If the data cannot be anonymised, consideration should be 

given as to whether it can be pseudonymised e.g. using NHS number as the only 

identifier. Anonymised information can be sent using the email system without using 

any protective measures. 

 

Where email is agreed as the most appropriate method of transfer for personal 

confidential information, it should be noted that no unencrypted personal 

confidential information should be transferred by email unless there is a legal and 

justifiable purpose for doing so, appropriate authority, and the sending and receiving 

email addresses are secure, as described in the following section. 

NHSmail (nhs.net) enables the safe and secure exchange of personal confidential 

information within the NHS and with local/central government. 

 

The table below summarises which email pathways are encrypted and therefore 

secure: 

 

Email Pathways  Description of 

Security Level 

*@nhs.net to *@nhs.net  Encrypted and secure 

*@nhs.net to and from 

*@gov.uk (local authority) 

Encrypted and 

secure 

*@nhs.net to and from:  
 
*@cjsm.net (Criminal justice system) 

 

Encrypted and 

secure 

*@nhs.net to *@police.uk and to @pnn.police.uk (the 
Police) 
 

Encrypted and 

secure 

*@nhs.net to and from *@parliament.uk (the 
Government) 

Encrypted and 

secure 

*@nhs.net to and from *@nhs.uk e.g. Bradford.nhs.uk  NOT secure, 

unless an 

additional 

encryption tool 

is used 
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For an up to date record of organisations that have secure email accounts please 

refer to NHS Digital’s list of accredited organisations: The secure email standard - 

NHS Digital 

 

5.8 Sending Personal Confidential Information between non-secure 

email accounts 

 

If email is identified as being the best way to convey personal confidential 

information, but one or both of the sending and receiving email addresses are non-

secure, there are other methods that might be explored and utilised in some 

situations, such as email encryption or password protecting of documents. Staff must 

contact the Information Governance Team for advice and guidance before using such 

methods. 

 

5.9 Personal Responsibility 

 

All staff are personally responsible for correctly addressing and for sending personal 

confidential information in a secure manner by email. 

 

• It is your responsibility to check that you are sending email to the correct 

recipient.  

•  You must not hold sensitive or personal information in your calendar if your 

calendar may be accessed by other people. Seek advice from the Information 

Governance Team if you believe there is a business requirement to hold such 

information in a calendar. 

 

5.10 Emailing Service Users 

 
Email can be an efficient communication method between staff and service users. 

The form in the appendices of the IG Procedure Book should be used before 

communicating sensitive personal information with service users by email, where 

service users have made a specific request to communicate via their personal email. 

 

The risks associated with emailing service users include but are not limited to: 

 
• Email to public internet email address (e.g., Jane@googelmail.com) is not 

https://digital.nhs.uk/services/nhsmail/the-secure-email-standard#list-of-accredited-organisations
https://digital.nhs.uk/services/nhsmail/the-secure-email-standard#list-of-accredited-organisations
mailto:Jane@googelmail.com
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secure at any point. 

• If an attachment is used, then a ‘cached’ copy of the correspondence will 

reside on the device that the email is opened on (the service users device) and 

may be able to be accessed by others who have access to that device. 

 

5.11 Home / Remote Working Responsibilities 

 
ICB work email may be used outside the NHS network on any computer with 

an internet connection, via a web-based interface. However, you are 

personally responsible for the information security and confidentiality of email 

in your NHS work email account and care must be taken not to record your 

password on a non-organisation device and to log out of the application when 

not in use. 

 

5.12 Monitoring Email  

 

All emails including personal emails are monitored for viruses and to maintain the 

size of accounts. All email traffic (incoming and outgoing) is logged. The content of 

emails is not routinely monitored. 

 

The ICB reserves the right to inspect, monitor and retain message content. In 

exceptional circumstances this may be without the prior explicit consent of the staff 

member (only to the extent that it will not contradict relevant clauses in the Human 

Rights Act) as required to meet legal, statutory and business obligations. 

 
5.13 Internet usage 

 

The primary purpose for ICB provided internet access is for business related matters.  

However, this policy describes how the internet may be used reasonably for other 

purposes to a limited degree. 

 

The reasonable use of the internet is very subjective and inevitably leads to differing 

interpretations of what is considered acceptable and reasonable.  This policy 

provides a yardstick for what is deemed to be reasonable and acceptable use.  
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Personal Use 

 

It is accepted that employees may wish to use the internet for personal use while 

accessing the ICB network or using their personal mobile devices and/or 

smartphones. Any such use of the internet does not contribute to an employee’s 

contracted hours. 

 

It must be noted that the overriding principle is that the ICB provision of internet usage 

is for business purposes and that personal usage involving ICB equipment must not 

have an adverse effect on the operation of ICB business e.g., taking up undue 

“bandwidth” or attempting to involve other members of staff who are currently working. 

 

Internet Acceptable Use 
 
Internet access related to undertaking work duties such as: 

• Accessing key NHS systems. 

• Accessing and sharing work related information with ICB staff and 

partner organisations. 

• Educational, developmental or research purposes. 

• Obtaining health service information. 

• Accessing news sites to be kept informed about the latest NHS 

(and related) information. 

• Using communications tools to perform ICB communications and 

engagement activities. 

• Streaming information for work related purposes. 

• Downloading and updating software with authorisation from IT 

services. 

 

Internet Unacceptable Use 
 

• Accessing, creating, downloading or transmitting (other than for  

properly authorised and lawful research) any obscene or indecent images, 

data or other material. 
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• Creating, downloading, or transmitting (other than for properly authorised and 

lawful research) any defamatory, sexist, racist, offensive or otherwise 

unlawful images, data or other material. 

• Accessing, creating, downloading, or transmitting material that is designed to 

annoy, harass, bully, inconvenience or cause needless anxiety to other 

people. 

• Creating, downloading, or transmitting data or material that is created for the 

purpose of corrupting or destroying other users’ data or hardware. 

• Creating or transmitting junk-mail or spam. This means unsolicited 

commercial webmail, chain letters or advertisements. 

• Using the internet to conduct private or freelance business for the  

• purpose of commercial gain. 

• Downloading streaming video or audio for entertainment purposes 

• Creating, downloading, or transmitting data or material that 

infringes or breaches copyright. 

• Accessing sites that involve: 

o Gambling 

o Auctioning/Buying/Selling 

o Dating 

o Playing online games 

o Radicalisation 

o Grooming 

• Downloading or installing any unauthorised software on ICB equipment 

without prior authorisation from IT services. 

• The downloading and use of any unlicensed software (including computer 

games) and any downloading of data/programs for purposes not consistent 

with service use. This also applies to any software brought in from home. 

• Using unauthorised file sharing sites to transfer or hold ICB personal or 

confidential information. 

 

5.14 Text Messaging and Messaging Tools 

 
Text messaging and the use of WhatsApp and similar messaging tools are 

becoming more common in the NHS, in particular for use in crisis communications. 
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There are, however, some important data protection considerations surrounding the 

use of these systems, including: 

 

• The transfer of sensitive data across unregulated servers outside the 

European Economic Area (EEA) 

• Compliance with data protection requirements regarding ‘fair processing’, 

individuals’ rights, and records management 

• Data protection security risks, including using your own device for work 

purposes. 

 

A proportionate approach is therefore needed: staff need to balance the benefits 

and risks of instant messaging depending on the purpose for which they wish to use 

it (e.g., using it in an emergency versus as a general communication tool).  

 

Below are key guidelines which must be adhered to, should staff need to 

communicate via text or messaging tools: 

 

• The security features of an app can help ensure that your 

message stays private between you and the intended recipient or 

recipients.  

• Do not use patient identifiable data when communicating 

via text messaging or messaging tools. 

• Remember that instant messaging conversations may be subject to 

disclosure laws such as freedom of information and data protection 

– as such, be professional in your tone and be careful with 

personal comments and opinions. 

 

Text and instant messaging should be kept and recorded appropriately in line 

with any record management responsibilities e.g.- due to a major incident. 

Where you identify messages and content which need to be retained, these 

should be saved for the minimum required retention time in the relevant filing 

system on the shared drive or relevant paper record. For further information 

please refer to the section called ’Emails as Records’ in the Records 

Management and Information Lifecycle Policy at Chapter 6. 
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5.15 Monitoring of the Internet 

 

The ICB has implemented technical measures to actively block access to 

websites which are deemed “inappropriate”, e.g. pornographic or otherwise 

offensive websites. If a legitimate purpose exists, necessitating access to 

websites categorised as “inappropriate”, staff should speak with their line 

manager to establish the purpose and authorise the request for access. The 

Service Desk retains the facility to ‘unblock’ access under such circumstances. 

 

The respective IT services for your locality will undertake reviews at the specific 

request of the ICB (in collaboration with a Human Resources representative). 

This may include review of usage and investigation of incidents.  

 

The ICB also reserves the right to carry out detailed inspection of any IT 

equipment without notice, where inappropriate activity is suspected. 

Any inappropriate use of the internet detected, either incidentally during routine 

monitoring or through audit activities, will be reported to the relevant ICB senior 

manager (or nominated deputy), who will be responsible for co-ordinating an 

appropriate and proportional response and, where appropriate, instigate action 

under the ICB Disciplinary Policy and Procedure. 

 

Managers with concerns should refer to their Human Resources 

representative. 

 

If evidence exists that indicates any users are failing to adhere to this policy 

and procedure or are using the internet in an inappropriate manner the ICB 

reserves the right to investigate internet usage under these circumstances. 

The ICB also reserves the right to take disciplinary action; this will be dealt 

with under the ICB Disciplinary Policy and Procedure. 

 

5.16 What is Social Media? 

 

Social media is the term commonly used for web or mobile communications-based 

technologies that enable messages and opinions to be shared in dialogue with 

others.  
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The term encompasses a variety of internet websites and platforms (such as 

Twitter, Facebook, Instagram, TikTok) as well as websites where two way or 

multiple user-to-user communication is a routine element of a website’s function or 

purpose (including video sharing sites such as YouTube, blogging sites such as 

Tumblr and forums such as Reddit) which allow individuals and organisations to 

publish, and share information and comments online.  

 

Social media enables individuals to become part of different networks of people 

with similar interests. This is normally done without the influence of an outside 

agent such as governing organisation, state or editor. 

 

5.17 Social media for work purposes 

 

Social media is a method through which the ICB can support West Yorkshire Health 

and Care Partnership’s vision, aims, and objectives in accordance with The 

Partnership’s communication and involvement strategy, to produce and share 

information that is  

• accessible and inclusive; 

• clear, simple, and meaningful; 

• consistent and fair; 

• open, honest, and transparent; 

• targeted; 

• timely;  

• two-way. 

Social media is a way to help all sections of the community, including those from 

seldom heard groups, find it easy to contact us and understand what information, 

advice and support we can provide. 

 

In the use of social media, our aim is to promote the work of the NHS West Yorkshire 

Integrated Board including ICB activity in our five local places, as well as that of the 

West Yorkshire Health and Care Partnership and its partner organisations. These 

aims include: 

• to help people in our communities, as well as national and regional partners 

and stakeholders, develop a better understanding of the role of the ICB and 

https://www.wypartnership.co.uk/publications/other-publications/
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Partnership both across West Yorkshire and at place; 

• to present case studies of the difference the Partnership is making and how 

people can positively navigate the health and care system; 

• to use as a tool to support engagement and involvement, promote events 

and encourage collaboration between partners and stakeholders. 

 

5.18 Accounts 

 

The ICB currently manages social media accounts on the following platforms:  

• Twitter 

• Facebook (at place only) 

• LinkedIn 

• YouTube 

 

5.19 Audience 

 

Although all of the ICB social media accounts are welcome to everyone, we currently 

target the following audiences: 

• local health and care stakeholders; 

• health and care staff including those working in council, housing and mental 

health; 

• voluntary, community and social enterprise (VCSE) organisations and staff; 

• education sector partners and staff; 

• journalists; 

• politicians. 

 

Social media accounts are managed by the ICB communications and 

involvement team, and by ICB communications teams at place. They are updated 

and monitored throughout the working day. We prioritise messages that support 

our values and objectives (see Social media for work purposes, Aims and 

objectives), such as: 

• health and care campaign messages; 

• ICB and Partnership news and successes;  

• ICB and Partnership events; 
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• information from/about local services that we commission;  

• information from/about local partner organisations, including voluntary, 

community and social enterprise (VCSE) organisations that we know 

well or work with. 

 

We only share information from people/organisations that are known to us and 

whose values are demonstrably in line with that of the Partnership and ICB.   

 

Re-tweeting, re-posting or otherwise sharing an individual or organisation’s 

information does not constitute an endorsement. 

 

Communications staff may have to seek further information before dealing with 

an enquiry received via social media so our response will not always be 

immediate. 

 

Even if we do not reply to a post on social media, we monitor our accounts and 

act on or pass on comments as appropriate. 

 

We encourage staff, members, stakeholders, partners and people in our 

communities to engage with us on social media by following our accounts, liking 

and sharing our content and tagging us in relevant posts. 

 

5.20 Governance, Risk and Privacy 

 

When considering a new project or process involving web access, establishing a 

social media presence or participating on social media networks, they should be 

risk-assessed. Staff must address any privacy concerns of implementing the new 

project or process and a Data Protection Impact Assessment (DPIA) should be 

used. 

 

A DPIA will: 

• Identify privacy risks to individuals 

• Protect the ICB’s reputation 

• Ensure person-identifiable data is being processed safely 
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• Foresee problems and negotiate solutions 

 

The ICB procedure for Data Protection Impact Assessment must be followed. 

 

Where staff use social media sites for work purposes (or in personal use where 

that may have an impact on the ICB) they must do so in compliance with related 

laws (see section 5.24, ‘Social media and the law’). 

 

When participating in social media networks for work purposes, staff 

• must be clear that they are representing the ICB 

• may provide their name and role at the ICB but must not provide 

personal details about themselves such as date of birth or home address 

• should only cover areas in which they are expert. 

• should only share authorisation information and should seek 

authorisation from their line manager or directory if necessary. 

 

When considering participating in or setting up an ICB social media account or 

presence, staff must: 

• discuss the proposal with their line manager and the ICB 

communications and involvement team in the first instance, to ensure 

that it is appropriate and in line with the organisation’s communication 

and involvement strategy; 

• have aims and objectives directly to the overall business plan for a 

programme or business area. This may involve putting forward a 

Project Initiation Document; 

• ensure that they have the explicit approval of the ICB via line managers 

and the ICB communications and involvement team to represent the 

ICB on social media for the purpose stated in their aims, objectives or 

business plan. 

 

5.21 Personal Use of Social Media 

 

The ICB recognises that staff may wish to participate in social media sites out of 

work time for personal use. However, when someone clearly identifies their 
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association with the ICB and discusses their work or work-related matters, they 

are expected to behave appropriately, and in ways that are consistent with the 

ICB’s values and policies. The same conditions for confidentiality and security of 

information (where it relates to ICB information) will apply for personal use as it 

does when using the information in a work setting.  If an employee makes 

reference, in a personal capacity, to the ICB or the wider NHS then this must be 

clearly distinguishable from their professional capacity.  

 

When accessing social media for personal use where comments or information 

relate to the ICB work, the following apply: 

• Staff must remember that these sites are a public forum and form part 

of a network. At no time should staff assume that any entries will 

remain private. Staff are reminded that they are personally responsible 

for the content published and that these items may remain on these 

sites indefinitely. 

• Staff must not post defamatory, derogatory, or offensive comments on 

the internet about colleagues, patients, their work, the Partnership or 

the ICB. Staff should be aware that social media posts can be 

republished in other media including the national publications or by 

campaign groups. 

• Staff must not reveal any confidential or personal information about 

patients, or staff. 

• Where photos of other staff are taken informally at work or outside of 

the work environment such as social occasions and a staff member is 

then intending to share on social media, it should be done with 

consideration taking into account the perceptions of those other staff as 

to the level of circulation of those photos. Consent must be sought and 

given prior to capturing any images of employees any potential sharing 

or wider use will need to be identified as part of this process. Any 

content pertaining to another member of staff must be removed if 

requested to do so. 

• Likewise, photographs of staff taken with their consent and for work 

purposes should only be used for that specific purpose and situation 

(e.g. for a staff publication), should not be published outside of that 
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agreed area. The artist/publisher should be clearly acknowledged. It is 

noted, however, that where a document (such as a staff publication) 

has been published in the public domain already, it would be possible 

to link to the publication. This does not allow for the content to be 

reused for different purposes. 

• Staff should not impersonate another colleague on social networking 

sites/forums. 

• Staff should always adhere to the West Yorkshire Health and Care 

Partnership’s values and behaviours, including on social media 

• Share any learning or information gathered via social media with others 

where appropriate. 

• Staff should be aware of the level of resource needed to maintain and 

monitor social media sites – they need to be kept ‘alive’ via new content 

and messages. 

• ICB staff are not permitted to set up “business use” groups, blogs or 

any other form of social media which is NHS West Yorkshire ICB 

branded or contains content for which NHS West Yorkshire ICB owns 

the copyright. In addition, patient information is forbidden to be shared 

on such groups. 

• The ICB asks that staff/board members utilise the ICB’s established 

social media channels and contact the ICB’s Communications Team to 

discuss any relevant information to be shared on social media. 

• Organisations hosted by the ICB are viewed as separate entities and 

are able to create and host their own, organisational-branded social 

media accounts. However, these host organisations must act within the 

constraints of this Policy and be responsible for the content of their own 

accounts. 

• For more information, please speak to the ICB’s central or place-based 

communication and involvement team(s). 

  

5.22 Accessibility 

 

The ICB have a statutory duty to ensure our content on social media is 

accessible to all, including those with cognitive and/or learning disabilities, and 

https://www.wypartnership.co.uk/about/mission-values-behaviours
https://www.wypartnership.co.uk/about/mission-values-behaviours
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those who are visually impaired, in accordance with the Public Sector Bodies 

(Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018. 

 
 
Alt text 

 

To allow people with assistive technologies, such as screen readers, to navigate 

our content on social media, ‘alt text’ is essential. Alt text should be used for 

informative images (those which add context). The alt text should describe the 

image as concisely as possible, with ideally no more than 100 characters. We will 

ensure all alt text is well-written, to create a fulfilling and inclusive experience for 

everyone. To do this, it’s important to consider what content it is supporting, and 

which details are important in the image. The alt text should also match the tone 

of voice of the accompanying content. Alt text does not need to be purely an 

objective description - it can convey nuances, details, and emotions if they are 

relevant to the user experience. 

 

For decorative images (images that serve no specific purpose, and do not convey 

any meaning or important information), it is best practice to use what is called the 

‘NULL alt text’ or empty alt text. This allows the screen-reader to skip over it 

entirely. 

• How to edit alt text on Twitter 

• How to edit alt text on Facebook 

• How to edit alt text on Instagram 

 

5.23 Video content 

 

NHS ‘Standard for Creating Health Content’ 
 

The NHS ‘Standard for Creating Health Content’ outlines the essential requirements 

we must adhere to when creating high quality health content, as well as best practice 

guidance we should also follow. This includes a process for checking and approving 

content; following relevant laws and regulation; and ensuring our content is accessible 

and inclusive. 

 

The Standard also includes links to further in-depth guidance on topics such as health 

https://help.twitter.com/en/using-twitter/picture-descriptions
https://www.facebook.com/help/214124458607871?helpref=related
https://help.instagram.com/503708446705527
https://service-manual.nhs.uk/content/standard-for-creating-health-content
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literacy, design principles and inclusive content. 

 

These new standards are being used by YouTube, to help raise the reach of health 

content for patients and public in the UK. ICB video content must adhere to the 

essential requirements set out in the Standard. 

 

ICB staff wishing to create video content for social media (including on YouTube) 

should familiarise themselves with YouTube’s guidance on creating health content. 

For more information, contact the ICB communication and involvement team.  

 
Closed captions 
 

For video content, it is essential that we include open or closed captioning where 

possible to make sure our content is accessible for people who are deaf or hard-

of-hearing. They also enhance the viewing experience for people watching in 

their non-native language, or viewers in sound-off environments. 

 

5.24  Social media and the law 

 

Some of the key legislation and common law is set out below and how it may 

affect use of information, the internet and social media. Employees need to be 

aware of legal requirements for both work, and personal use (where it may have 

an impact on the ICB). 

 
UK General Data Protection Regulation and Data Protection Act 2018  

 
This sets out the conditions for the processing of personal information by 

organisations and individuals. Employees need to be aware that any use of personal 

information stemming from work related business can only be used where conditions 

of the Regulation/Act can be met.  

  

Common Law Duty of Confidentiality 
 

This duty is derived from case law and a series of court judgements based on the 

key principle that information given or obtained in confidence should not be used 

or disclosed further except in certain circumstances: 

• where the individual to whom the information relates has consented; 
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• where disclosure is in the public interest; 

• where there is a legal duty to do so, for example a court order. 

 

 
Freedom of Information Act 2000 

 

Allows the right of access to anyone to recorded information held by a public 

authority (such as the ICB) via a request for specific information or through 

accessing information via the public authority’s publication scheme. Release of 

information is subject to exemptions and conditions of the Act. All staff, however, 

should consider all information which they come into contact with through the 

course of their work as confidential and its usage and any disclosure would be in 

line with agreed duties and for authorised work purposes. This would be the case 

regardless of whether the information may be made available through the 

Freedom of Information Act. It should be noted, however, that where a document 

has been published in the public domain already it would be possible to link to 

the publication. 

 

The Public Interest Disclosure Act 1998 

 

This Act allows employees to voice authentic concerns about misconduct and 

malpractice without receiving penalties such as dismissal, victimisation, or denial 

of promotion, facilities or training opportunities. 

 
Human Rights Act 1998 

 

Article 8 of the Act provides a right of privacy for individuals. In complying with 

the Act, public authorities (to which the Act applies) such as the ICB need to 

ensure that personal and confidential information is not disclosed into the public 

domain (unless a legal justification exists to do so). 

 

Computer Misuse Act 1990 

 

Under this Act it is an offence to have unauthorised access to computer material 

or to undertake unauthorised modification of programs or data on a computer. 
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Copyright, Designs and Patent’s Act 1998 (as amended by the Copyright 

Computer Programs Regulations 1992) 

 

No member of staff shall infringe copyright in copyright works stored on internet 

sites. Staff should note that downloading copyright text or images from an 

internet site without permission may constitute infringement of copyright even if it 

is not the intention to republish such works. Staff must always check copyright 

notices on websites. 

 

Training and support 

 

Social media training is available via the ICB communications and involvement 

team. 
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Chapter 6: Records Management and Information 

Lifecycle Policy 
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6.1 Introduction 

 
The ICB recognises the importance of reliable information in terms of the efficient 

management of services and resources. The ICB also recognises the duty of 

confidentiality owed to patients, families, staff and business partners with regard to 

all the ways in which it creates, processes, stores, shares and disposes of 

information. 

 

The Records Management and Information Lifecycle Policy sets out the ICB’s 

overall approach to the management of records and should be read in conjunction 

with the other information governance policies and procedures referenced in this 

book. 

 

The ICB’s records are the corporate memory, providing evidence of actions and 

decisions and representing a vital asset to support daily functions and operations. 

Records support policy formation and managerial decision-making, protect the 

interests of the ICB, their clients and the rights of NHS staff and members of the 

public. They support consistency, continuity, efficiency and productivity and help 

deliver services in consistent and equitable ways. 

 

It is the responsibility of all staff and governing body members including those 

working on behalf of the ICB, those on temporary or honorary contracts, agency 

staff and students to comply with this policy. 

 

Failure to adhere to this policy may result in disciplinary action and/or referral to the 

appropriate professional regulatory body, health and care regulator as well as the 

police.  

 

6.2 Scope 

 
This policy relates to all records held in any format by the ICB. 

 
Examples of records which have been created or collated as a result of the work of the 

ICB includes:- 

• Patient information and health records (electronic or paper based). 
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• Administrative records (including e.g. personnel, estates, financial and accounting 

records: notes associated with complaint-handling). 

• Photographs, Microform (i.e. fiche/film) Audio and videotapes, cassettes, CD-

ROM, digital images and other images. 

• Computer databases, output, and disks etc and all other electronic records. 

• Material intended for short term or transitory use, including notes and ‘spare 

copies’ of documents. 

• Meeting papers, agendas, records of formal and informal meetings including 

notes taken by individuals in notebooks and bullet points are all subject to the 

above. 

• Emails, text messages, MS Teams chat, recordings of meetings. 

 
If any aspect of records management is contracted to another organisation the service 

provider must comply with the requirements of this policy. 

 

Partner organisations providing support services to the ICB such as providers of 

commissioned services and 3rd parties that have access to our records will be expected 

to manage ICB owned records in accordance with this policy. 

 

6.3  Aim 

 
The aim of this policy is to ensure that all staff understand their obligations with regard 

to any records which they come into contact within the course of their work and to 

provide assurance to the Governing Bodies that such information is dealt with legally, 

securely, efficiently and effectively. 

 

This will ensure that: 

 
• records are available when needed - from which the ICB is able to form a 

reconstruction of activities or events that have taken place; 

• records can be accessed - records and the information within them can be 

located and displayed in a way consistent with their initial use, and that the 

current version is identified where multiple versions exist; 
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• records can be interpreted - the context of the record can be interpreted: who 

created or added to the record and when, during which business process, and 

how the record is related to other records; 

• records can be trusted – the record reliably represents the information that was 

actually used in, or created by, the business process, and its integrity and 

authenticity can be demonstrated; 

• records can be maintained through time – the qualities of availability, 

accessibility, interpretation and trustworthiness can be maintained for as long as 

the record is needed, perhaps permanently, despite changes of format; 

• records are secure - from unauthorised or inadvertent alteration or erasure and 

that access and disclosure are properly controlled and audit trails will track all use 

and changes.  

• records are retained and disposed of appropriately - using consistent and 

documented retention and disposal procedures, which include provision for 

appraisal and the permanent preservation of records with archival value; 

• staff are trained - so that all staff are made aware of their responsibilities for 

record-keeping and record management; and 

• the ICB complies with the law and professional guidance. 

 

6.4 Legal and Professional Obligations 

 
All NHS records are public records under the Public Records Act 1958. This provides 

statutory obligations upon the ICB. The organisation will take actions as necessary to 

comply with the legal and professional obligations set out in the Records Management 

Code of Practice for Health and Social Care, in particular: 

• The UK General Data Protection Regulation 

• Data Protection Act 2018  

• Access to Health Records Act 1990 

• The Freedom of Information Act 2000 

• The Environmental Information Regulations 2004 

• The Human Rights Act 1998 

• Protection of Freedoms Act 2012 

• Caldicott Principles 

• NHS Digital Guide to Confidentiality in Health and Social Care 2013 
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• The Common Law Duty of Confidentiality 

• Health and Social Care (Quality and Safety) Act 2015 

• The Nursing and Midwifery Council Code of Professional Conduct 

• Any other new or existing legislation affecting records management. 

 

6.5 Records Management Procedures 

 
Records are held to ensure that information is available within the ICB: 

 

• To support the care process and continuity of care 

• To support day to day business of the ICB 

• To support evidence-based practice 

• To support sound administrative and managerial decision making 

• To meet legal requirements, including requests from patients under the UK 

General Data Protection Regulation, Data Protection Act 2018 and Access to 

Health Records Act 1990 

• To assist clinical and other audits 

• To support improvements in clinical effectiveness through 

commissioning/research and also to support archival functions by taking account 

of the historical importance of material and the needs of future research 

• Whenever and wherever there is a justified need for information, and in whatever 

media it is required. 

In order to ensure records can be identified and retrieved when needed all staff should 

follow the guidance provided in the Information Governance Procedure Book: 

• Corporate Records Management Guidance  

• Guidance on Creating a Corporate Filing Structure  

• Patient Record Keeping Best Practice  

• Good Practice Data and Information Quality Standards  

Records must be secure from unauthorised or inadvertent alteration or erasure. 

Access and disclosure must be properly controlled and audit trails should track all use 

and changes. Records must be held in a robust format, which remains readable for as 

long as records are required. 

All individuals undertaking roles and responsibilities on behalf of the ICB are 
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responsible for the safe custody of records in their use. Personal confidential 

information must be handled in accordance with Data Protection legislation, the 

Records Management Code of Practice for Health and Social Care and any other 

relevant guidance. 

 

To ensure quality and continuity of operational services all records should be accurate 

and up to date. Records and record keeping should be kept according to professional 

guidelines. Local procedures should be developed to ensure data quality for both 

manual and electronic records. These procedures should be passed on to all staff who 

are responsible for recording the information. It is also essential that these procedures 

are reviewed and updated regularly. 

 

Staff with clinical record handling responsibilities should follow the appropriate legal 

and professional guidance at all times. 

Staff using SMS messaging, WhatsApp or Microsoft Teams should be made aware 

that all information captured by any of these tools may be disclosable under Freedom 

of Information Act 2000 and data protection legislation. 

 

6.6 Education and Training Requirements 

 

All line managers must ensure that their teams/staff, whether administrative or clinical, 

are adequately trained and apply the appropriate guidelines, that is, they must have an 

up-to-date knowledge of the laws and guidelines concerning confidentiality, data 

protection and records management. 

All staff are responsible for completing mandatory training that is applicable to their 

role, in relation to record keeping, information governance and cyber/data security. 

 

6.7 Tracking of Records 

 
Accurate recording and knowledge of the whereabouts of all records is crucial if the 

information they contain is to be located quickly and efficiently. 

 

Tracking mechanisms should record the following (minimum) information: 

 
• The item reference number or other identifier 

• A description of the item (e.g. the file title) 
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• The person, unit or department, or place to whom it is being sent 

• The date of the transfer to them 

 
Further guidance on tracking records is provided in the IG Procedure Book. 

 

6.8 Manual Record Storage  

Current Paper Records 

When a record is in constant or regular use, or is likely to be needed quickly, it makes 

sense to keep it within the area responsible for the related work. 

Storage equipment for current records will usually be adjacent to users i.e. their desk 

drawers or nearby cabinets, to enable information to be appropriately filed so that it 

can be retrieved when it is next required. Records must always be kept securely and 

when a room containing records is left unattended, it should be locked. A sensible 

balance should be achieved between the needs for security and accessibility. 

 

There is a wide range of suitable office filing equipment available. The following factors 

should be considered: 

 

• Compliance with Health and Safety regulations (must be the top priority) 

• Security (especially for confidential material) 

• The user’s needs 

• Type(s) of records to be stored 

• Their size and quantities 

• Usage and frequency of retrievals 

• Suitability, space efficiency and price 

• Agile working arrangements 

 
6.9 Records in Transit 

Labelling and Packing 
 
If records are being delivered to another location, they should be enclosed in 

envelopes or opaque wallets and sealed for transfer. Any records that may be 

damaged in transit should be enclosed in suitable padding or containers. 

 

For larger quantities, records should be boxed in suitable boxes or containers for their 
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protection. 

Each box or envelope should be addressed clearly and marked confidential 

with the sender’s name and address on the reverse of the envelope or box and signed 

for on receipt. In the case of communications relating to healthcare and other sensitive 

issues it may be more appropriate not to include information on the outside of the 

envelope other than a box number if available. 

 

There are various options if records are to be mailed, such as recorded delivery, 

registered mail etc. When choosing options staff should consider the following:  

 

• Will the records be protected from damage, unauthorised access or theft? 

• Is the level of security offered appropriate to the degree of importance, sensitivity 

or confidentiality of the records? 

• Does the mail provider offer “track and trace” options and is a signature required 

on delivery? 

 

In addition, the number of records per envelope should be considered. It is 

recommended that no more than 20 records should be placed in one envelope. Ensure 

the correspondence is suitably secure. Seek guidance from the IG Team in relation to 

secure transfer of records.  

 

Items sent in any internal mail system should be fully addressed, sealed and marked 

private and confidential if appropriate. 

 

For further advice please contact the Information Governance Team. 
 

 
Handling and Transporting Records 

 

• No-one should eat, drink or smoke near records. 

 
• Clinical records being carried on-site e.g. from the archive storage to the 

department, should be enclosed in an envelope or in a box. 

 

• Records should be handled carefully when being loaded, transported or 

unloaded.  

• Records should be packed carefully into the boot of vehicles to ensure that they 

will not be damaged by the movement of the vehicle. 
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• Vehicles must be fully covered so that records are protected from exposure to 

weather, excessive light and other risks such as theft. 

 

• No other materials that could cause risks to records (such as chemicals) should 

be transported with records. 

 

• Records being transported in a vehicle should be locked in the boot so that they 

are kept out of sight, particularly when the vehicle is stationary. 

 

6.10 Incident Reporting 

 
If a record is missing, lost or inappropriately disclosed it should be reported to the 

relevant line manager as soon as possible and the incident should be recorded on the 

ICB incident reporting system. 

 

6.11 Taking Records off Site 

 
Records should only ever be taken off site with the approval of the appropriate line 

manager. Security of these records should be paramount, especially in the case of 

confidential records. The local records manager and/or the Information Governance 

Team can provide advice on the precautions to take. Individuals are responsible for the 

safe custody of records in their use both on and off ICB or client premises. Personal 

confidential information must be handled in accordance with Data Protection 

legislation. 

 

Records should not be left unattended and visible. If the record is to be taken home, it 

must be stored securely. It is essential that any such records are tracked out of the 

organisation so that staff are aware of the location of the record. 

 

6.12 Retention of Records, Archiving and Disposal 

 
It is a fundamental requirement that all ICB and client records are retained for a 

minimum period of time for legal, operational, research and safety reasons. The length 

of time for retaining records will depend on the type of record and its importance to the 

ICB and its clients’ business functions. 

 

The ICB has adopted the retention periods set out in the Records Management Code 
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of Practice 2021.  

 

If a particular record is not listed within the schedule, advice must be sought from the 

Information Governance Team who will establish the retention period in consultation 

with the local records manager. 

 

The ICB will ensure compliance with any local or national judicial instruction to retain 

(past the designated retention time) certain categories of record which may fall under 

the scope of an inquiry or inquest. 

 

The length of the retention period depends upon the type of record and its importance 

to the business of the ICB and its clients. The destruction of records is an irreversible 

act.  

 

Data Protection legislation (Article 5 (e) of the UK GDPR) does not permit the keeping 

of personal information for longer than is necessary for the purposes for which it is 

being processed. There are some circumstances where personal data may be stored 

for longer periods (e.g. archiving purposes in the public interest, scientific or historical 

research purposes). 

 

It is particularly important under both Data Protection and Freedom of Information 

legislation that the disposal of records – which is defined as the point in their lifecycle 

when they are either transferred to an archive or destroyed – is undertaken in 

accordance with clearly established policies which have been formally adopted by the 

organisation and which are enforced by properly trained and authorised staff. 

 

Any documents identified as requiring permanent preservation must be transferred to 

the appropriate repository e.g. National Archives Approved Places of Deposit. Disposal 

decisions made following an appraisal must be recorded. 

 

Records should be closed (i.e. made inactive and transferred to secondary storage) as 

soon as they have ceased to be in active use other than for reference purposes. The 

storage of closed records should follow National Archives guidance relating to 

environment, security and physical organisation of the files. 

 

The destruction of records is an irreversible act. Many NHS records contain sensitive 

and/or confidential information and their destruction must be undertaken in secure 

https://www.nationalarchives.gov.uk/archives-sector/legislation/approved-places-of-deposit/
https://www.nationalarchives.gov.uk/archives-sector/legislation/approved-places-of-deposit/
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locations and proof of secure destruction may be required. Destruction of all records, 

regardless of the media, should be authorised and should be conducted in a secure 

manner to ensure there are safeguards against accidental loss or disclosure. A record 

of destruction must be kept. See template in the IG Procedure Book. 

 

When destroying records the following must be undertaken: 

 

• The intended destruction must be authorised. See the approval form in the IG 

Procedure Book. 

 

• A list of records being destroyed must be kept. This should show their reference, 

description and date of destruction. 

 

• Certification should be received and kept as proof of destruction by the 

Information Governance Team in a central repository. 

 

• If contractors are used, they should be required to sign confidentiality 

undertakings and to produce written certification as proof of destruction. 

 

• At no time should records be left unsecured whilst awaiting destruction. 

 
Further guidance on archiving and disposal of records is included in the IG Procedure 

Book. 

 

6.13 Scanning 

 
For reasons of business efficiency or in order to address problems with storage space, 

the ICB may consider the option of scanning paper records into electronic records. 

 

Where this is proposed, the scanning equipment must be of a quality to meet the 

British Standards and in particular the ‘Code of Practice for Legal Admissibility and 

Evidential Weight of Information Stored Electronically’ (BIP 0008) and the scanning 

guideline should be followed – see the IG Procedure Book. 

 

6.14 Data and Information Quality 

 
Data quality is the ability to supply accurate, timely and complete data, which can be 

translated into information, whenever and wherever this is required. 
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Data quality is vital to effective decision making at all levels of the organisation.  It is 

also important to ensure that the data quality of personal data is of a high standard in 

order to comply with the Data Protection Principles within the UK GDPR in particular 

Article 5 (d) ‘accurate and, where necessary, kept up-to-date’ and to satisfy the data 

quality requirements within the NHS Care Record Guarantee. 

 

Within any record keeping system, there is a primary instance which can be 

considered the version that needs to be kept and this will normally be held by the 

person or the team with the function to provide the service or activity about which the 

record relates. 

It is not necessary to keep duplicate instances of the same record unless it is used in 

another process and is then a part of a new record. An example of this is incident 

forms. Once the information is transcribed into the incident management system, there 

is no longer a need to hold the (now) duplicate instance of the original form used to 

record the incident. 

Where multiple copies of the same record exist the master copy should be identified, 

along with the owner, where it is stored, and any changes or additions should be made 

to the master copy. 

 

The standards for good data quality are reflected in the criteria below. Data needs to 

be: 

• complete (in terms of having been captured in full); 

• accurate (the proximity of the data to the exact or true values); 

• relevant (the degree to which the data meets current and potential user’s needs); 

• accessible (data must be retrievable in order to be used and in order to assess its 

quality); 

• timely (recorded and available as soon after the event as possible); 

• valid (within an agreed format which conforms to recognised national and local 

standards); 

• defined (understood by all staff who need to know and reflected in procedural 

documents); 

• appropriately sought (in terms of being collected or checked with the service user 

during a period of care) 

• appropriately recorded and free from duplication; 
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For guidance on data quality management please see the IG Procedure Book. 

 

6.15 Using NHS Numbers 

 
The NHS number is a unique way of identifying patients in NHS systems. With this in 

mind it is imperative that this is recorded correctly and in all systems where patient 

information is present. 

 

The Personal Demographics Service (PDS) will be used to obtain verified NHS 

numbers i.e. display NHS number status and as PDS has significant historic data it will 

enable record matching process and support the resolution of data anomalies. 

 

6.16 Using Electronic Signatures 

 

Images of signatures should be used only where a clear audit trail of authorisation from 

the signatory. Though it is only a small deterrent to copying images of signatures, they 

should be sent outside the organisation in PDF files rather than emails, Word 

documents or spreadsheets. The PDF files should be created with the highest levels of 

protection. 

 

Documents containing the image of another person's signature must not be sent 

without a clear audit trail of authorisation including written permission of the person 

concerned unless prior delegation and clearance procedures have been agreed. In 

such cases: 

 

• agreement, including the list of recipients, must be obtained in advance for each 

document; 

• the content of the document must not be changed after authorisation to issue it 

has been obtained; 

• once such a document has been sent, it must not be sent again (or to additional 

recipients) without further explicit authorisation. 

 

All staff who allow a proxy to access their email account or scanned signature must 

ensure that the proxy is informed of the limits of their authority in the sending of emails 

or signing documents on behalf of the member of staff. 

 

Electronic signatures should not be used in transactions where there is a legal 
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requirement for a written signature, for example in the signing of a deed or other 

document where the signature is required to be witnessed. 

 

6.17 Emails as Records 

 
All emails sent or received by anyone with an ICB email account can be classed as an 

ICB record. 

 

If an email relates to the conduct of the ICB’s business such as information likely to be 

required for the determination of actions or decision making, then it is considered a 

record. 

 

All emails could be produced in a Court of Law, under the eDiscovery regulations. 

 

To manage email messages appropriately, members of staff need to identify email 

messages that are records of their business activities and decision making. It is 

important that email messages and their attachments which are considered as 

‘records’ are moved from individual mailboxes and managed in the same way as other 

records. 

 

Emails have differing retention periods dependent on their subject and content. Emails 

are subject to the same records management principles as the equivalent record in any 

other format. Please refer to the ICB Records Retention Schedule for details of the 

minimum retention period for specific record types. 

 

Email should only be used to send confidential information where it is sent between 

approved secure email addresses or where it is adequately protected. Seek advice 

from the Information Governance Team if you require advice on emailing information 

securely.   

 

The Email system should not be used for long term storage. Emails considered as 

records should be stored in the relevant filing system and then be deleted from the 

inbox/sent items box.  

 

Emails sent from or to personal email accounts which relate to work matters will be 

considered public records for the purpose of legislation such as the Freedom of 
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Information Act 2000. 

 

6.18 Digital, Audio, Visual, Photographic, Text and other Electronic Records 

 
All records are subject to this policy regardless of the format in which they are held. 

6.19 Decommissioning of Buildings/Vacating Premises 

 
It is the responsibility of the ICB’s management team to undertake a visual check of 

ICB premises that are being closed to ensure that all assets of the ICB (including 

information assets) have been removed.   

 

6.20 Records Management Systems Audit 

 
The ICB, supported by the Information Governance Team, will audit their records 

management practices for compliance with this framework. The ICB has the option to 

use Internal Audit to seek an opinion on the overall adequacy and effectiveness of the 

ICB’s systems and this will be determined as part of the local Internal Audit Plan. 

 

The audit will: 

 
• identify areas of operation that are covered by the ICB policies and identify which 

procedures and/or guidance should comply to the policy; 

 

• follow a mechanism for adapting the policy to cover missing areas if these are 

critical to the creation and use of records, and use a subsidiary development plan 

if there are major changes to be made; 

 

• set and maintain standards by implementing new procedures, including obtaining 

feedback where the procedures do not match the desired levels of performance;  

 

• highlight where non-conformance to the procedures is occurring and suggest a 

tightening of controls and adjustment to related procedures. 

 

The results of audits will be reported to the ICB’s Audit Committee. 

 

Clinical Record Audits will be conducted as appropriate in line with good practice and 

professional guidelines. 

 



82 
 

6.21 Information Asset Registers 

 
All information assets (record collections) held by the ICB must be included in an Asset 

Register which should include as a minimum: 

• Name of Information Asset 

• System Type 

• Description of the purpose of the asset 

• Purpose of processing 

• Data Held 

• Any Joint Data Controllership 

• Physical location of the asset 

• Class – e.g. personal or business 

• Components and format e.g. database, paper files 

• Name of Information Asset Owner 

• Any special categories of personal data and description of that data 

• Lawful basis of processing of personal data 

• Critical assets 

• Risk Assessment 

• Access controls 

• Retention period of the information asset 

• Description of manner of secure destruction of the information asset 

• Additional information e.g. data flows 

 
6.22 Clear Desk Policy 

 
Under no circumstances should personal confidential information be left out in the 

open e.g., on an unattended desk or on a computer screen or any place visible to the 

public. Where rooms containing records are left unattended, they must be locked. 

Personal confidential information should be stored securely in either a locked cabinet 

or within a secure environment on a computerised system. 

 

When storing electronic records, care must be taken to ensure that no personal 

identifiable information e.g., health records, human resources records etc., are stored 

in public folders or on the local drive of the computing device. All records of this nature 



83 
 

must be stored within a folder that has restricted access. 

 

All staff should be aware that non-personal corporate information may be confidential 

and similar care should be taken of these records. 
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Chapter 7: Training, Implementation and Monitoring 
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7.1 Training and Guidance 

 
All staff are effectively informed about their information governance responsibilities, 

along with the policies included within this book, through annual Data Security 

awareness training, staff briefings and other bespoke awareness sessions, the IG 

User Handbook, bulletins or a combination of these. 

 

All line managers must actively ensure that their staff undertake and complete the 

annual mandatory Data Security Awareness training and ensure that all new 

employees are provided with the IG User Handbook and an explanation as to the 

service’s records management arrangements including the controls applied to paper 

and electronic files containing person identifiable and business sensitive information. 

 

The ICB will ensure that users of information systems, applications and the network 

are provided with the necessary information security guidance and awareness to 

discharge their information security responsibilities. 

The ICB will identify the information governance training needs of key staff groups 

considering role, responsibility and accountability levels and will review this regularly 

through the PDR processes. 

 

7.2 Implementation and Dissemination 

 
Following approval by the Board this policy book will be disseminated to staff via 

Shareboard (the ICB Intranet) and communication through in-house staff briefings. 

 

This policy book will be reviewed annually or in line with changes to relevant 

legislation or national guidance. 

 

7.3 Monitoring Compliance and Effectiveness of the Policy 

 
To be assured that this policy is being implemented, key elements will be monitored 

by the Audit Committee for compliance. 

• Compliance with the mandatory assertions of the Data Security and 

Protection Toolkit.  

The Audit Committee will monitor overall progress through receipt of quarterly 

reports and take action to address any concerns and deficiencies will be noted 
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and reviewed at subsequent meetings. 

 

• All staff receive annual training and competency test in Data Security 

Awareness. 

The Audit Committee will monitor progress via ESR reporting. 

 

• All Information Asset Owners (IAOs) trained in their role and undertaking 

annual (as a minimum) risk reviews of information assets they are 

responsible for. New information assets will be identified through this 

review process.  

The Audit Committee will monitor progress through receipt of the annual SIRO 

report. 

 

• Statistically validated reduction in Information Governance related 

incidents.  

Monitoring of incidents by Audit Committee. 

 

• Number of disciplinary issues relating to the use of email, the internet and 

social media.  

The Executive Team will monitor progress via the workforce update report. 

 

• No Data Protection enforcement activity undertaken utilising the 

‘investigatory powers’ or ‘corrective powers’ of the Information 

Commissioner. 

Corrective powers include: reprimands, bans on processing, suspension of data 

transfers, ordering the correction of an infringement and administrative fines. 

 

• Staff know who and where to direct data protection and confidentiality 

concerns and queries to.  

Results of annual information governance staff survey. 

In addition, compliance will be monitored through the commissioning of external and 

internal audits. Specific technical security audits may be commissioned when 

necessary. 
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7.4 Legal References and Guidance 

 
• Access to Health Records Act 1990 Health and Social Care Act 2012 

• Audit and Internal Control Act 1987 

• Bribery Act 2010 

• Caldicott Guidance as updated 2013 

• Common Law Duty of Confidentiality 

• Computer Misuse Act 1990 

• Coroners and Justice Act 2009 

• Crime and Disorder Act 1998 

• Electronic Communications Act 2000 

• Enterprise and Regulatory Reform Act 2013 

• Environmental Information Regulations 2004 

• Equality Act 2010 

• Freedom of Information Act 2000 

• UK General Data Protection Regulation and Data Protection Act 2018 

• Health and Social Care Act 2012 

• Health and Social Care (Quality and Safety) Act 2015 

• Health Service (Control of Patient Information) Regulations 2002 

• Human Rights Act 1998 

• Information Commissioner’s Guidance Documents 

• ISO/IEC 27001:2005 Specification for an Information Security Management 

system 

• ISO/IEC27002:2005 Code of Practice for Information Security Management 

• National Data Guardian’s Ten Data Security Standards 

• NHS Act 2006 

• NHS Information Security Management Code of Practice 2007 

• Prevention of Terrorism (Temporary Provisions) Act 1989 and Terrorism Act 

2000 

• Professional Codes of Conduct and Guidance 

• Protection of Freedoms Act 2012 

• Public Records Act 1958 
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• Public Interest Disclosure Act 1998 

• Regulation of Investigatory Powers Act 2000 ( Lawful Business Practice 

Regulations 2000) 

• Regulations under Health and Safety at Work Act 1974 

• Road Traffic Act 1988 

• The Children Act 1989 and 2004Copyright, Designs and Patents Act 1988 (as 

amended by the Copyright (Computer Programs) Regulations 1992 

 

This is not an exhaustive list and further guidance can be obtained from the 

Information Governance Team. 

 

7.5 Associated Documentation 

 
(Policies, protocols and procedures) 

 
The ICB will produce appropriate procedures and guidance relating to information 

governance as required by related policies. This includes an Information Governance 

Handbook which is updated annually and is shared with all staff.  

 
This policy book should be read in conjunction with the associated procedures set out 

within the IG Procedures Book. 
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7.6 Glossary of Terms 

 

Term Used Definition of word or phrase 

Bulk transfer of 

person identifiable 

or sensitive data 

Used to describe information relating to 21 or more 

individuals. 

Class Class is a subdivision or an electronic classification 

scheme by which the electronic file plan is organised, 

e.g. subject area. A class may either be sub-divided 

into one or more lower-level classes. A class does not 

contain records. See folder 

Classification A systematic identification of business activities (and 

thereby records) into categories according to logically 

structured conventions, methods and procedural rules 

represented in a classification scheme. 

Consent The consent of the ‘data subject' means any freely given, 

specific, informed and unambiguous indication of his or her 

wishes by which the data subject, either by a statement or 

by a clear affirmative action, signifies agreement to personal 

data relating to them being processed. 

Corporate 

Information 

All categories of corporate information should be 

regarded as confidential in the first instance although 

they may be releasable through the Freedom of 

Information Act regime, including via the Publication 

Scheme. This includes (but is not limited to): 

• Governing Body and committee meeting papers and 

minutes 

• Tendering and contracting information 

• Financial information 

• Project and planning information 

Data Breach Data breach means a breach of security leading to the 

accidental or unlawful destruction, loss, alteration, 

unauthorised disclosure of, or access to, personal data 

transmitted, stored or otherwise processed. 
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Term Used Definition of word or phrase 

Data Controller Data Controller means the natural or legal person, public 

authority, agency or any other body which alone or jointly 

with others determines the purposes and means of the 

processing of personal data. 

Data Processor Processor means a natural or legal person, public 

authority, agency, or any other body which processes 

personal data on behalf of the controller. 

Data Protection 

Officer (DPO) 

The DPO is responsible for the provision of advice on data 

protection compliance obligations, data protection impact 

assessment and monitoring of data protection compliance 

which includes conducting assurance audits. 

Data Subject An identified or identifiable ‘living individual’ whose personal 

data is processed by a controller or processor. Otherwise 

known within data protection legislation as a ‘natural 

person’. 

Declaration Declaration is the point at which the document (i.e. the 

record content) and specified metadata elements are frozen 

so that they cannot be edited by any user, thereby ensuring 

the integrity of the original data as a complete, reliable and 

authentic record. The declaration process formally passes 

the data into corporate control.  

Document The International Standards Organisation (ISO) standard 

5127:2017 now states ‘recorded information shall be treated 

as a unit in a documentation process regardless of its 

physical form or characteristics’. 

Electronic document Information recorded in a manner that requires computer or 

other electronic device to display, interpret and process it. 

This includes documents (whether text, graphics or 

spreadsheets) generated by software and stored on 

magnetic media (disks) or optical media (CDs, DVDs), as 

well as electronic mail and documents transmitted in 

Electronic Data Interchange (EDI). An electronic document 

can contain information as hypertext connected by 
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Term Used Definition of word or phrase 

hyperlinks. 

Encryption The process of transforming information (referred to as 

plain text) using an algorithm (called ‘cipher’) to make it 

unreadable to anyone except those possessing special 

knowledge, usually referred to as a ‘key’. 

File Plan The full set of classes, folders and records together make 

up a file plan. It is a full representation of an organisation, 

designed to support the conduct of the business, and meet 

the records management needs. 

Folder A folder is a container for related records. Folders 

(segmented into parts) are the primary unit of management 

and may contain one or more records (or markers where 

applicable). Folders are allocated into a class. 

Health Record Information relating to the physical or mental health or 

condition of an individual and has been made by or on 

behalf of a health professional in connection with the care 

of that individual. 

Information Asset 

Owners (IAOs) 

Are directly accountable to the SIRO and must provide 

assurance that information risk is being managed 

effectively in respect of the information assets that they 

‘own’. Information Asset Owners may be assigned 

ownership of several information assets. 

Information Asset 

Register 

Is a list of information assets owned by the ICB. 

Information Assets Are operating systems, infrastructure, business 

applications, off the shelf products, services, user- 

developed applications, records, and information. 

Information lifecycle 

management 

Information lifecycle management is the policies, processes, 

practices, services, and tools used by an organisation to 

manage its information through every phase of its existence, 

from creation through to destruction. Records Management 

policies and procedures form part of the information lifecycle 
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Term Used Definition of word or phrase 

management, together with other processes, such as, a 

records inventory, secure storage, records audit etc. 

Metadata Metadata can be defined as data about data. Metadata is 

structured, encoded data that describes characteristics of a 

document or record to aid in the identification, discovery, 

assessment and management of documents and records. 

Examples of metadata: title, dates created, author, format, 

etc. 

Mobile Computing Covers the use of portable computing devices, such as 

laptops, mobile phones, tablet computers, memory sticks or 

equivalent mobile computing equipment. 

 

Naming Convention A naming convention is a collection of rules which are used to 

specify the name of a document, record or folder. 

 

Network A system that connects two or more computing devices for 

transmitting and sharing information. Inclusive of all 

components processing data at an organisations point of entry 

and excludes any end user devices connecting to a switch, 

hub or wireless access point or any systems monitoring 

network devices. 

 

Network File 

Server 

Is computer hardware with large storage capacity which 

is held in a highly secure area. 

 

Personal Data Personal data means any information relating to an 

identified or identifiable natural person ("data subject"); an 

identifiable person is one who can be identified, directly or 

indirectly, in particular by reference to an identifier, 

including (but not limited to): 

• Name 

• Date of Birth 
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Term Used Definition of word or phrase 

• Post Code 

• Address 

• National Insurance Number 

• Photographs, digital images etc. 

• NHS or Hospital/Practice Number 

• Location data 

Personal data that has been pseudonymised can fall within 

the scope of data protection legislation depending on how 

difficult it is to attribute the pseudonym to a particular 

individual. 

Processing Any operation or set of operations performed upon 

personal data or sets of personal data, whether or not by 

automated means, such as collection, recording, 

organisation, structuring, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or 

combination, restriction, erasure or destruction. 

Pseudonymisation Pseudonymisation is a method which disguises the identity 

of patients by creating a pseudonym for each identifiable 

patient data item. It enables NHS organisations to 

undertake secondary usage of patient data in a legal, safe 

and secure manner. 

Protective marking Protective marking is a metadata field applied to an object to 

show the level of security assigned to an object. A protective 

marking is selected from a predefined set of possible values 

which indicate the level of access controls applicable to a 

folder, record etc. within the file plan hierarchy. 

Record Information created, received and maintained as evidence 

and information by an organisation or person, in pursuance 

of legal obligations or in the transaction of business (the ISO 

standard, ISO 15489-1:2016 Information and documentation 

- records management). 
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Term Used Definition of word or phrase 

Records 

Management 

The process by which an organisation manages all the 

aspects of records whether internally or externally generated 

and in any format or media type, from their creation, all the 

way through their lifecycle to their eventual disposal. 

Responsible 

User 

Individual members of staff who personally adhere to the 

ICB’s IT Security Policy (incorporating Network Security) and 

make use of the computer facilities provided to them by the 

ICB in an appropriate and responsible fashion. 

 

Safe Haven A term used to explain either a secure physical location or the 

agreed set of administration arrangements that are in place 

within the organisation to ensure confidential patient or staff 

information is communicated safely and securely. It is a 

safeguard for confidential information, which enters or leaves 

the ICB whether this is by fax, post or other means. Any 

members of staff handling confidential information, whether 

paper based or electronic must adhere to the Safe Haven 

principles. 

Senior Information 
Risk Owner (SIRO) 

The SIRO is a senior officer of the ICB. The SIRO acts as an 

advocate for information risk across the ICB and leads and 

implements the information risk assessment programme. 

 

Special Category 

Data 

Special Category Data (or sensitive personal data) are 

personal data, revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, trade-union 

membership; data concerning health or sex life and sexual 

orientation; genetic data or biometric data. 

Subject Access 

Right 

Entitles the data subject to have access to and information 

about the personal data that a controller has concerning 

them. Also known as the Right of Access. 

Users (end 

users) 

This group comprises those, at all levels of the organisation, 

who generate and use records in their daily activities. The 

end user group is a source of much or the material which 
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Term Used Definition of word or phrase 

constitutes the record. Since records systems tend to 

devolve control to end users at the time of record capture, 

sound advice and guidance to this group is critical for the 

maintenance of the quality and accountability. 

 

 

 

7.7 Equality Impact Assessment 

 
In applying this policy, the organisation will have due regard for the need to 

eliminate unlawful discrimination, promote equality of opportunity, and provide for 

good relations between people of diverse groups, in particular on the grounds of the 

following characteristics protected by the Equality Act (2010); age, disability, gender, 

gender reassignment, marriage and civil partnership, pregnancy and maternity, 

race, religion or belief, and sexual orientation, in addition to offending background, 

trade union membership, or any other personal characteristic. 

 

This document has been assessed to ensure consideration has been given to the 

actual or potential impacts on staff, certain communities or population groups. 

Please see Appendix A of Chapter 8 for Equality Impact Assessment. 
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Chapter 8: Appendices 
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Appendix A: Equality Impact Assessment 

 
 

 
 
Equality Impact Assessment 
 
Title of policy: 
 
Information Governance Policy Book 

 

Names and roles of people completing the assessment 

Information Governance Manager 

 

Date assessment started: 

01/11/2022 

 

Date completed: 

01/11/2022 

 

1. Outline 

Provide a short summary of the policy 

The aim of this policy book is to ensure that all staff understand their obligations with regard to 

information governance such that information is dealt with legally, securely, efficiently and 

effectively. 

The ICB will establish, implement and maintain procedures linked to this policy to ensure 

compliance with the requirements of the UK General Data Protection Regulation, Data 

Protection Act 2018 and associated legislation and guidance. 

 

What outcomes do you want to achieve? 

That the ICB has compliance with the requirements of UK General Data Protection Regulation, 

Data Protection Act 2018 and other related legislation and guidance. 
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That all staff understand confidentiality and data protection obligations with regard to personal 

confidential information which they come into contact with in the course of their work. 

That no Data Protection enforcement activity is undertaken utilising the ‘investigatory powers’ 

or ‘corrective powers’ of the Information Commissioner. 

 
2. Analysis of impact 

This is the core of the assessment, using the information above detail the actual or likely 

impact on protected groups, with consideration of the general duty to: eliminate unlawful 

discrimination; advance equality of opportunity; foster good relations.  

 

Protected 

Characteristics 

Are there any likely 

impacts? Are any groups 

going to be affected 

differently? 

Are these 

negative, 

positive or 

neutral? 

What action will be taken 

to address any negative 

impacts or enhance 

positive ones? 

Age No Neutral N/A 

Disability The data protection 

framework protects personal 

data ‘concerning health’ as a 

‘special category of data’ (in 

the case of Part 2) and 

processing of it as ‘sensitive 

processing’ (in the case of 

Parts 3 and 4). Additional 

safeguards are provided 

throughout the data protection 

framework. 

Neutral N/A 

Gender 
reassignment 

The data protection 

framework protects personal 

data ‘concerning health’ as a 

‘special category of data’ (in 

the case of Part 2) and 

processing of it as ‘sensitive 

processing’ (in the case of 

Parts 3 and 4). Additional 

Neutral N/A 
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Protected 

Characteristics 

Are there any likely 

impacts? Are any groups 

going to be affected 

differently? 

Are these 

negative, 

positive or 

neutral? 

What action will be taken 

to address any negative 

impacts or enhance 

positive ones? 

safeguards are provided 

throughout the data protection 

framework. 

Marriage and 
civil partnership  

No. Neutral N/A 

Pregnancy and 
maternity 

The data protection 

framework protects 

personal data ‘concerning 

health’ as a ‘special 

category of data’ (in the 

case of Part 2) and 

processing of it as 

‘sensitive processing’ (in 

the case of Parts 3 and 4). 

Additional safeguards are 

provided throughout the 

data protection framework. 

Neutral N/A 

Race The data protection 

framework protects 

personal data ‘revealing 

racial or ethnic origin’ as a 

‘special category of data’ 

(in the case of Part 

2) and processing of it as 

‘sensitive processing’ (in the 

case of Parts 3 and 4). 

Neutral N/A 

Religion or 
belief 

The data protection 

framework protects 

personal data regarding 

‘religious or philosophical 

beliefs’ as a ‘special 

Neutral N/A 
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Protected 

Characteristics 

Are there any likely 

impacts? Are any groups 

going to be affected 

differently? 

Are these 

negative, 

positive or 

neutral? 

What action will be taken 

to address any negative 

impacts or enhance 

positive ones? 

category of data’ (in the 

case of Part 2) and 

processing of it as ‘sensitive 

processing’ (in the case of 

Parts 3 and 4). 

Sex No. Neutral N/A 

Sexual 
orientation 

The data protection 

framework protects personal 

data ‘concerning sex life and 

sexual orientation’ as a 

‘special category of data’ (in 

the case of Part 2) and 

processing of it as ‘sensitive 

processing’ (in the case of 

Parts 3 and 4). The existing 

condition for processing 

personal data ‘for the purpose 

of identifying or keeping under 

review the existence or 

absence of equality of 

opportunity’ is newly 

expanded to include personal 

data concerning an 

individual’s sexual orientation. 

Neutral N/A 

Carers No. Neutral N/A 

Other relevant 
group 

No. Neutral N/A 

Human Rights Yes. Potentially 

negative in 

relation to 

Monitoring of email and 

internet usage must 

ensure that the 

employee’s right to 
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Protected 

Characteristics 

Are there any likely 

impacts? Are any groups 

going to be affected 

differently? 

Are these 

negative, 

positive or 

neutral? 

What action will be taken 

to address any negative 

impacts or enhance 

positive ones? 

Accessing of 

emails and 

internet usage 

privacy is respected 

However, in exceptional 

circumstances and 

following proper protocol, 

individual’s privacy cannot 

be guaranteed at work. 

Health 
Inequalities 

No Neutral N/A 

 
If any negative/positive impacts were identified are they valid, legal and/or justifiable?  
 
No anticipated detrimental impact on any equality group. The data protection framework 

maintains the strong protections that currently exist to protect individuals and the 

processing of personal data that would reveal protected characteristics. The policy is 

applicable to all staff and adheres to legal requirements and best practice. 

 
There are no statements, conditions or requirements that disadvantage any 

particular group of people with a protected characteristic. 

 
3. Monitoring, Review and Publication 

How will the impact and effectiveness of the actions be monitored/reviewed and by whom? 

Monitoring of any issues of unlawful treatment of protected groups of staff (or others) 

(such as harassment or discrimination) relating to the implementation of this IG Policy 

Book. 

When will this EIA be reviewed and by whom? 

 
Lead Officer: Director of Corporate Affairs 
 
Review date: At policy review 
 
4. Sign off 

 
Lead Officer: Equality and Diversity Lead 
 
Director: Director of Corporate Affairs 
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Date approved: 4 November 2022 
 
 
Once complete please forward to the Equality team to provide an audit trail for governance 

purposes. Email: wyicb-cal.equalityckw@nhs.net  

mailto:wyicb-cal.equalityckw@nhs.net

